HNuadopManmnoHHaa MaMATKA JJIA O0YYAIOIIXCA /1A pa3dMenle HUA
Ha opunuaabHbIX UHTEpHET-pecypcax

C KaXkIbIM TOZIOM MOJIO/IE’KU B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIIKOJIbHUKHU OJTHU U3
caMbIX aKTHBHBIX I10JIb30Baresieil Pynera. Mexay TeM, IOMHMO OTPOMHOTO KOJIMYECTBa
BO3MOKHOCTEH, MHTEDHET HeceT W IpobJsieMbl. DTa IaMATKA J0JKHA IIOMOYb Tebe
0e30IMacHO HaXOAUTHCA B CETH.

KommbroTepHbBIE BUPYCHI

KoMmpoTEpHBIE BHUpPYC - 9TO PA3HOBHAHOCTh KOMIBIOTEPHBIX IMPOTPAMM,
OTJINYUTEILHOH OCOOEHHOCTBIO KOTOPOI SBJISIETCS CIIOCOOHOCTh K Pa3MHOMKEHHIO. B
JIOTIOJTHEHHE K 3TOMY, BHUPYChl MOTYT IIOBPEJHUTHh HJIM IIOJHOCTHIO YHHUUTOXKUTH BCE
daiipl ¥ JaHHBIE, TOAKOHTPOJIbPHBIE II0JIb30BATENI0, OT HWMEHH KOTOPOTO ObLia
3amyllleHa 3apa’k€HHas NOporpaMMa, a TakyKe IIOBPEIUTh WU JlaKe YHUUYTOXKUTh
OIlepAIlIOHHYI0 CHCTEMY CO BceMH ¢aiylaMd B IeJIOM. B OOJBIIMHCTBE CJIy4aeB
pacIpOCTPaHAIOTCA BUPYCHI Yepe3 UHTEPHET.

MeTo/1bI 3aIIUTHI OT BPEJOHOCHBIX TPOTPAMM:

1. Mcnionp3ylii coBpeMeHHBIE OllepalluOHHBbIE CUCTEMBI, UMEIOIINe CePhE3HBIN YPOBEHD
3aIUTHI OT BPEJIOHOCHBIX IIPOTPaMM;

2. TlocrossHHO ycTaHaBauBail nautu (Iu¢poBble 3amIaTKHA, KOTOpPble aBTOMAaTUYECKU
YCTAaHABJIUBAIOTCA C II€JIBI0 JOPAaOTKH IPOrpaMMbI) U JApyrue OOHOBJIEHUs CBOEH
omepanuoHHOU cucteMbl. CKaumBal UX TOJIPKO C OPUIIMATIBFHOTO calTa pa3paboTuymka
OC. Ecu cyiiecTByeT peskKuM aBTOMATHYECKOTO OOHOBJIEHU S, BKJIIOYH €T0;

3. Paboraii Ha cBOeM KOMIIbIOTepe IO/l IIPaBaMU I10JIb30BaTeJis, a He aJIMUHUCTPATOpAa.
ITO He MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX ITPOTPAaMM HHCTAJIMPOBATHCS HA TBOEM
MIEPCOHATTLHOM KOMITBIOTEDE;

4. Vlcionib3y¥i aHTUBUPYCHBIE ITPOTPAMMHBIE MTPOAYKTHI U3BECTHBIX ITPOU3BOIUTEEN, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3UIECKUU JIOCTYTI K KOMIIBIOTEPY /IJ1 IOCTOPOHHUX JIUII;

6. Mcnosib3yil BHENTHUE HOCUTEIU UH(MOPMAIUH, TaKue Kak (JIelika, JUCK Win (aili
U3 UHTEPHETA, TOJIbKO U3 PO epeHHBIX HCTOUHUKOB;

7. He oTKphIBall KOMIBIOTEpHBIE (haMIbI, MMOJyYeHHbIE U3 HEHAJEKHBIX NCTOYHHUKOB.
JTaxke Te aiiyipl, KOTOpPbIE IIPUCIAJ TBOM 3HAKOMBIH. JIydllle yTOUHU Y HETO, OTIIPABJISLI
JIV OH Tebe ux.

Cetu WI-FI

Wi-Fi - 5T0 He BUj lepefaum JJaHHBIX, HE TEXHOJIOTUSA, a BCETO JIUIb OpeH/ ], MapkKa.
Eme B 1991 roay HujaepJsaH/cKkas KoMIIaHUs 3apeructpupoBayia opers, « WECA», uTo
obosHauano cioBocodyetanne «Wireless Fidelity», koTopsiii mepeBomuTCsA Kak
«0becIpoBOHAS TOUHOCTH ».

Jlo Hamiero BpeMeHHU JOIUIa Apyras abOpeBwaTypa, KOTOpas SBJISETCA TAKOU Ke
TexHoJioruei. dto abopeBuarypa «Wi-Fi». Takoe HazBaHHe OBLIO JaHO ¢ HAMEKOM Ha



CTaH/ZIAPT BBICIIUM 3ByKoBoW TexHMKU Hi-Fi, yTo B mepeBojie 0O3HAUaeT «BBICOKas
TOYHOCTB».

Jla, OecITaTHBIN MHTEPHET-ZIOCTYI B Kade, OTeISAX U adPOIOPTax ABJISIETCS OTIUIHOU
BO3MOXKHOCTBIO BBIXOZJa B UHTEepHeT. HO MHOrue 3KCHEPThl CUMTAKOT, UYTO
obmenocrymabie Wi-Fi cetu He sABIsAI0OTCA 6€30IMaCHBIMH.

CoBeTbl 110 0€3011aCHOCTH PaboTe B 00IIeAOCTYITHBIX ceTsax Wi-fi:

1. He mepepaBaii cBowo JMuHYyI0 HHMpopManuioo depe3 obmemoctymHble Wi-Fi certu.
PaboTasi B HUX, JKeJIaTeJIbHO He BBOJIUTH MAPOJIU 0CTYIIA, JIOTHHBI U KaKHe-TO HOMepa;

2. Mcnosnp3yit 1 0OHOBJIAM aHTUBUPYCHBIE IPOTPaMMBbI U OpaH/iMayep. TeM caMbIM ThI
obe3omacuIb ceds OT 3aKaUYKH BUPyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnosnbzoBanuu Wi-Fi otrioun ¢yuknuio «OO6muil moctyn Kk daisam u
npuHTepam». JlaHHasg QYHKIUA 3aKphiTa 10 YMOJYAHUIO, OJHAKO HEKOTOpbIE
MI0JIb30BATEIN aKTUBUPYIOT €€ 1 y/I00CTBa UCIIOIb30BAHUSA B paboTe Wiu yueoe;

4. He ucnonp3yit mybsmunsiii WI-FI 1 mepemaun JTUYHBIX JAHHBIX, HAIIPUMeED JIJIA
BBIX0/1a B COLIMAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO IOUTY;

5. Unonwp3yil Toibko 3amuiieHHoe coequHeHue yepe3 HTTPS, a we HTTP, T.e. npu
Habope Beb-aspeca BBOAW UMeHHO «https://»;

6. B wmoOwibHOM TesedoHe OTKIoun GyHKnuioo «Ilogkmouenme k- Wi-Fi
aBTOMaTHuYecKu». He /omMyckail aBTOMaTUYECKOTO MOAKIIOUEHHA YCTPOMCTBA K CETSIM
Wi-Fi 6e3 TBoero corsacus.

ConuasibHbIe ceTu

ConmanpHble CETH aKTUBHO BXOJAT B HAIIY KU3Hb, MHOTHE JIIOJIU PabOTAIOT U KUBYT
TaM IOCTOSTHHO, a B Facebook y»ke 3aperucTpupoBaH MUJLTUAD/] YETIOBEK, UTO SIBJISIETCS
OZTHOU CeIbMOU BceX JKHUTeJiel IIaHeThbl. MHOrue moJb30BaTesI He NMOHUMAIOT, UTO
nHdopmanus, pasMelleHHass WMHU B COIIMAIBHBIX CETAX, MOXKET ObITh HalJleHa U
HCIIOJIb30BaHA KEM YTOHO, B TOM YHCJIE HEe 00513aTEIBHO ¢ OJ1arnMu HaMepeHUsIMU.

OcCHOBHBIE COBETHI 110 0€30IIaCHOCTH B COIIMAJIbHBIX CETAX:

1. OrpaHuYb CHOUCOK JIpy3eil. ¥ TeOs B APy3bsSX He JOKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IeN;

2. 3amuinai cBO YacTHyIO ku3Hb. He ykaswiBail maposu, TesedOHBI, ajipeca, J1aTy
TBOEr0 POXKJEHUS U [APYIyI0 JHUUYHYI0 WHQOpManuioo. 3JIOYMBIIUIEHHUKA MOTYT
HCIIOJIH30BaTh Jlaske WHGOPMAIIUIO O TOM, KaK Thl M TBOU POAUTENU IUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3. 3amnuInai cBO PeIyTanulo - IEPKU ee B YHCTOTE U 3a7jaBail cebe BOIPOC: XOTeJT ObI
TBI, UTOOBI APYTHE II0JIb30BATEN BUJIEJIH, UTO ThHI 3arpyskaenib? [logymai, mpexae yeM
YTO-TO OIyOJIUKOBATh, HATIMCATh U 3aTPY3HUTh;

4. Ecu ThI TOBOPHUIIIB € JIIOABMU, KOTOPBIX HE 3HAEIIb, HE HCIIOJIb3yH CBOE peajibHOe
UM U JPYTYIO JUUHYI0 HHQOPMALNU: UM, MECTO KUTEJIbCTBA, MECTO yUeObl U ITpoyee;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, T/Ie THI N300pa’keH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPEIETUTH TBOE MECTOIIOJIOKEHHE;



6. HpI/I perucrpanu B COHHaJIbHOfI CeTu HeO6XOI[I/IMO HCITIOJIb30BAThb C/JIOKHBIE ITapOJIH,
COCTOAIIIME U3 6}7KB nu I.II/I(I)p 1 C KOJIMYECTBOM 3HAKOB HE MEHeEe 8;

7. IJIs1 conuasibHOU CETH, ITOYUTHI U JIPYTHUX CAUTOB HEOOXOIMMO HCIIOJIb30BAaTh Pa3HbIE
maposin. Torga ecyin Tebs B3JIOMAIOT, TO 3JI0YMBIIIIEHHUKH TOJIyYaT JIOCTYH TOJIBKO K
OJTHOMY MECTY, a HEe BO BCe cpaay.

SJIGKTpOHHbIe AC€HbI't

ONIeKTPOHHBIE JIEHBI'M — 3TO OUEHb yJIOOHBIN CIocob IIaTekei, OHAKO CYIIEeCTBYIOT
MOITIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JEHBTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HEIABHO U MMEHHO HM3-3a 3TOTO BO MHOTHX
rocy/IapcTBax JI0 CUX IIOP He IIPOITMCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHUM (DYHKIMOHHPYIOT U O HHX YK€ IIPOIHMCAHO B 3aKOHE, IJle UX
pas/iesIAI0T Ha HECKOJIPKO BUJIOB - aHOHUMHBIE U HE aHOHMMHbBIE. Pa3HHIIa B TOM, YTO
AaHOHHUMHBIE - 5TO Te, B KOTODBIX paspellaercsa I[POBOAUTL omepanuu 0e3
uaeHTUUKAIIUYA TT0JIb30BaTeNsA, a B HEAHOHHMHBIX HWIEHTH(DHUKAIUYU TI0JIb30BaTe IS
ABJIAETCS 00s13aTeIbHOM.

Takske ciiefyeT pa3janyarh 3JIEKTPOHHBbIE (DHATHBIE AE€HbIU (PaBHBI TOCY/IapCTBEHHBIM
BJIIOTaM) U SJIEKTPOHHBIE He(HUATHBIE JIEHbI' (He PaBHBI TOCYIAPCTBEHHBIM BTIOTaM).

OCHOBHBIE COBETHI 110 O€30MacHON paboTe ¢ 3JIEKTPOHHBIMH JIEeHbIaMH:

1. [IpuBsku K cueTy MOOWIbHBIN TejieOH. ITO caMbIil YAOOHBIM U OBICTPBHIN CIIOCO0
BOCCTAaHOBUTH JIOCTYI K cueTy. [IpuBsA3aHHBIN TesieOH TTIOMOXKET, ecyiu 3a0y/ielb CBOM
IUIATEXKHBIN MapOJIb UJIK 3al/IeNIh HA CAUT C HE3HAKOMOT'O YCTPOUCTBA;

2. Mcnonp3y# ofiHOpa3oBble maposu. [lociie mepexosa Ha YCHUJIEHHYIO aBTOPHU3AIUIO
Tebe yke He Oy/IeT yrpoKaTh OMMACHOCTh KPAXKH WJIH ITepeXBaTa IJIaTeKHOTO apoJIs;

3. Beibepu cioxkHBIA maposib. IlpecTymHukam OyZeT He MPOCTO YraZaTh CJIOMKHBIHN
napoJsib. HazexxHple maposim — 3TO MapoJiv, KOTOPBIE COZepKaT He MeHee 8 3HAaKOB U
BKJIIOYAIOT B ce0s CTPOUYHBIE M IPOMHUCHBIE OYKBBI, UGPHI U HECKOJIBKO CHMBOJIOB,
TaKMe Kak 3HaK /10j1apa, GyHTa, BOCKJINIATEIbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOAM cBOM JIMUHBIE TaHHBIE HA CAlTaX, KOTOPHIM HE JJOBEPSIEIIb.
DJIeKTPOHHAA IIOHTA

DJIEKTPOHHASA MOYTa — 3TO TEXHOJIOTHSA U IPEJIOCTABJIAEMbIE €10 YCIIYTHU 110 IEPECHLIIKE
U TIOJIyYE€HUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOPbIEe PACIpEeNesISIIOTCS B KOMIIBIOTEPHOM
cetu. OOBIUHO HJIEKTPOHHBIA IIOUTOBBIM AWK BBIVIAAUT CJIEAYIONUM 00pa3oM:
UMs_TI0JIb30BaTEA(@UMsA_JIoMeHa. Takke KpoMe Iepe/lauil IPOCTOTO TEKCTA, UMeeTC s
BO3MO>KHOCTH Ilepe/iaBaTh (hailsbl.

OCHOBHBI€E COBETHI 110 O€30IMacHON paboTe C 3JIEKTPOHHOU MOUYTOM:

1. Hago BIOpaTh MpaBUJIBHBIA TOYTOBBIN cepBHC. B MHTEpHETE €CTh OTPOMHBIA BHIOOD
OecryIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIyUIlle JIOBEPSATH T€M, KOTO 3HAEIIb W KTO
TIepBBIN B PEUTUHTE;

2. He yka3piBail B JIMYHOU moute JIMIHYI0 nHpopmaruo. Hampumep, ydiie BpIOpaTh
«MY3BIKaJIbHBIA_(haHaAT(@» WJIN «POK2013» BMeCTO «TeMal3»;



3. Mcrosp3yl IByXATAITHYI0 aBTOPU3AINI0. DTO KOT/Ia IOMHMO I1apoJisi HYy>KHO BBOJUTH
KO/I, TpUchLIaeMbli 110 SMS;

4. Bpibepu CJIOKHBIN Taposib. JIJIsI KaKOTO IIOYTOBOTO SINHKA JIOJKEH OBITh CBOU
HaJIe>KHBIW, YCTOMUMBBIN K B3JIOMY I1apOJib;

5. Ecsii ecTh BO3MOKHOCTh HAIIUCATh CAMOMY CBOU JIMYHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MOXKHOCTb;

6. Vcrosnp3yil HECKOJIBKO IOYTOBBIX ANIUKOB. [lepBBIM Aj11 YAaCTHON MEPENUCKU C
aZipecaTamu, KOTOPBIM Tl JIOBepselllb. ITO 3JIeKTPOHHBIN aJipec He HaJl0 UCI0JIb30BaTh
IIpU perucTpanuy Ha GpopyMax u calrax;

7. He oTKpbIBail Gaiiyibl U APYTHUE BJIOKEHUS B MHUChMAX JIAKe €CJIU OHU IMPUIILIN OT
TBOUX Jipy3ei. JIydlle yTOYHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (paiisl;

8. Ilocne okoHuaHUs PabOTHI Ha IOYTOBOM CEPBHICE Iepef] 3aKPHITHUEM BKJIAJIKU C
caiiToM He 3a0y/lb HAXKaTh HA « BBIUTH».

KubepOy UTMHT WX BUPTYaJIbHOE U3/IEBATEIHCTBO

KubepOy/UIMHT — TIIpeciieJIoBaHHE COOOIIEHUSIMH, COJEPIKAIIMMH OCKOpOJIeHus,
arpeccuio, 3allyrUBaHMe; XyJIUTAHCTBO; COIUAJIbHOE OONKOTHPOBAaHUE C IIOMOIIBIO
Pa3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOpHOE ¢ KNOEPOYIIIIMHTOM:

1. He Opocaticst B 60M. JIydimuii cioco6: IMOCOBETOBAThCS KakK ce0s BECTHU W, €CJIU HET
TOTO, K KOMY MOKHO 00paTUThCS, TO BHAYaJIe YCIIOKOUTHCSA. EC/TU Thl HAUHEIIh OTBEYaTh
OCKOPOJIEHUSIMH Ha OCKOPOJIEHH S, TO TOJIBKO el1le OOJIbIIe Pa303kKIKellb KOHDIIKT;

2. Yrpasail cBoell kubepperyTaiueii;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYH_IGCTBYIOT CII0COOBI BBIACHUTDb, KTO CTOHT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He crouT BecTr Xy/IMTaHCKHUI 00pa3 BUPTYyaIbHOH KU3HHU. IHTEpHET (pUKCUPYET Bce
TBOU JIEHICTBUSA U COXPAHAET UX. YIATUTh UX Oy/IeT KpaiHe 3aTpy/IHUTETHHO;

5. Cobutio/1a#1 CBOI BUPTYaJIbHYIO YECTH CMOJIOAY;

6. VrHopupyél equHUYHBIA HeratuB. OJHOpPa30Bble OCKOPOUTEJBHBIE COOOIEHUS
JIydliie uiTHOpUpoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4aJIbHOU CTa/IuH;

7. BaH arpeccopa. B mporpammax oOMeHa MI'THOBEHHBIMH COOOIIEHUSIMU, B COITUATBHBIX
CETSX eCTh BO3MOYKHOCTh OJIOKHUPOBKHU OTIIPABKU COODIIIEHHH C OITPe/IeIEHHBIX aJ[PECOB;

8. Ecim T cBuzerenb KubepOyyuimHra. TBoOW JAeHCTBHA: BBICTYNIUTH IIPOTHUB
npecjiefoBaTess, IOKa3aThb €My, UYTO €ero JIeHCTBUS OLIEHUBAIOTCS HEraTUBHO,
MOZIEPIKATH JKEPTBY, KOTOPOH HYKHA IICHXOJIOTHYECKAS IIOMOIIb, COOOIUTH B3POCIBIM
0 aKTe arpecCuBHOIO IOBEJIEHUA B CETH.

Mob6ubHBIH TeedoH

CoBpemeHHbIe cMapT¢OHBI U IUIAHIIETHI CcOZep:KaT B cebe BIIOJIHE B3POCJIBIN
¢dyHKIIMOHAS, U Temepb OHM MOTYT KOHKYpPHPOBaTh CO CTallMOHApHBIMU



KOMIIBIOTEPpAMM. OI[HaKO, CPEACTB 3alllUThI JJIA HOHO6HI)IX YCTpOﬁCTB IIOKa O4Y€Hb MaJIio.
TeCTI/IpOBaHI/Ie H IIOHUCK y}ISBI/IMOCTeﬁ B HUX ITPOHUCXOAHUT HE TaK MHTEHCUBHO, KaK JJIA
HK, TO 7K€ caMOe€ KacaeTcss 1 MOOMIbHBIX HpHJ’[O)KEHPIfI.

COBpeMeHHI)Ie MOOUJILHBIE 6pay3ep1>1 YK€ TIIPpAaKTH4YECKHU [JOTHaJii HaCTOJIbHbIE
AHaJIOTH, OAHAKO paClIupPEHUE (1)}7HKIII/IOHa.T[a BJIEUET 3a cOOOU 6OJ'II)H.IYIO CJIOKHOCTDb N
MEHDbIIYIO 3alllUIINECHHOCTbD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOBJ'I€HI/IH, 3aKpbIBAalOIIIUE€ KPUTHYECKHUE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JJIA 6e30ImacHOCTH MOOUJIBHOTO TeJ'Ie(l)OHaZ

1. Huuero He sABJseTCA MO-HACTOAIMIEMY OecITaTHBIM. ByZb OCTOpOXKeH, BeAb KOraa
Tebe mpejiaraloT OecIIaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO IIATHBIE
YCIyTH;

2. Jlymaui, mpexze yeM oTipaBuTh SMS, doTto uinu Buaeo. Thl TOUHO 3HaEMNIb, T/ie OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo11M0 0OHOBJIATH ONlEpAallIOHHYIO CUCTEMY TBOEro cMapTdoHa;
4. Vicnosb3yii aHTUBUPYCHBIE IPOTPAaMMBI /IJIsI MOOMJIBHBIX Tee(OHOB;

5. He 3arpy»xaif mpusioKeHusl OT HEM3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT COZEPIKATh
BpeZIOHOCHOE IIporpaMMHOe obecIieueHue;

6. ITocie TOTO Kak ThI BBIMJEIIH C CAlTa, I/ie BBOAWII JIMYHYI0 UH(pOpPMAIHIO, 32U B
HAaCTPOUKHM Opaysepa u yjiaiu cookies;

7. Illepuoguuecku MpoBepsAl Kakue MJIaTHbIE YCJIyTH aKTUBUPOBAHbI HA TBOEM HOMeEDe;

8. JlaBaii cBOM HOMEp MOOMJILHOTO TejieDOHA TOJIBKO JIIO/ISIM, KOTOPBIX ThI 3HAEIh U
KOMY JIOBEPSIEIIIb;

9. Bluetooth gomxeH OBITH BBIKJIIOYEH, KOTJa Thl UM He IOJb3yelrbcsi. He 3abbiBaii
WHOT/Ia TPOBEPATH 3TO.

Online urpsr

CoBpeMeHHble OHJIAUH-UTPBl - 3TO KpacoOuyHble, 3axBaThIBAIOIINE pa3BJIeueHus,
00beIMHAIONINE COTHH THICSIY YEJIOBEK 110 BceMy MUPY. VITPOKH HCCIIEAYIOT JaHHBINA UM
MHp, OOWIAIOTCA APYT C JIPYTOM, BBITIOJIHAIOT 3aJ]JaHUs, CPA’KAIOTCA C MOHCTPaAaMH U
MOJIy4alOT OMNBIT. 3a YJOBOJIBCTBUE OHHU IUIATAT: IOKYyHAKT JUCK, OILUIAaYUBAIOT
abOHEMEHT WU MIPUOOPEeTAI0T KaKUe-TO OMIIUU.

Bce oTtu cpezcrtBa uAyT Ha IOAJep:KaHUME U pa3BUTHE UIPHI, a TaKKe Ha caMmy
6e30MacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMbBI aBTOPHU3AI[UY, BBIIIYCKAIOTCA HOBBIE ITATUN
(rmudpoBble 3a1IaTKU AJ1 IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HO]_IO6HBIX HUIpax CTOUT OracaTbCAd H€ CTOJIBKO CBOHUX COIIEPHHKOB, CKOJIBKO KpaXXH
TBOE€TIO I1ap0JId, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOpHU3allU OOJIBIIIMHCTBA urp.

OCHOBHBI€E COBETHI 110 HE30IIACHOCTH TBOETO UTPOBOTO AKKAYHTA:



1. Ecytn pyroit urpok BezieT cebs1 MI0X0 WIU co3/aeT Tebe HEMPUITHOCTH, 3a0JIOKUPYH
€ro B CIIMCKE UTPOKOB;

2. Tlokasyiica aAMUHUCTPATOpaM WrPbl Ha IUJIOXO€ IIOBEJIEHHWE 5TOT0 UIPOKa,
JKeJIaTesJIbHO NPUJIOKUTh KaKHe-TO I0Ka3aTe/IbCTBA B BU/IE CKPUHOB;

3. He ykassiBaii inuHyo nHpoOpMaIuo B npodaiisie Urpsi;
4. YBaxkall Ipyrux y9aCTHUKOB I10 UTPE;

5. He ycranaBiuBaii HeopuinaapHble IaTYU U MOJIBL;

6. crione3yii cy10KHBIE U pPa3HBIE [1APOJIY;

7. Jlaxke BO BpeMs WUrphI HEe CTOUT OTK/IIOYATh aHTUBUpYC. [loka ThI Urpaelb, TBOU
KOMIBIOTEP MOTYT 3aPa3UTh.

OUINWHT WX Kpaxa JIMYHBbIX TaHHBIX

OOBIYHOHN Kpakel JeHer W JOKYMEHTOB CETOJHS YK€ HHUKOTO HE YAWBHIINb, HO C
pa3BUTHEM HUHTEPHET-TEXHOJIOTUM 3JI0YMBIIUJIEHHUKA II€peMeCTUIUCh B UHTEpPHET, U
MIPO/IOJI’KAIOT 3aHUMAThCA «JIIOOMMBIM» JIEJIOM.

Tak mosiBHIach HOBasi yrpo3a: HUHTEPHET-MOIIIEHHUYECTBA WU (DUIIIMHT, TJIaBHAs I€JTh
KOTOPOTO COCTOUT B TOJYyYEHUH KOHOUAEHIMAIbHBIX JAHHBIX II0JIb30BAaTeIel —
JIOTUHOB U napoJieii. Ha aarmuiickom s3bike phishing yuraercs kak ¢umuHr (ot fishing
— pbIOHas JI0BJIsI, password — 1apoJib).

OcCHOBHBI€E COBETHI 110 OOpPHOE ¢ PUIITHHTOM:

1. Cnegu 3a cBOMM akKKayHTOM. Eciim ThI IOA03peBaellb, YTO TBOsS aHKeTa ObLiIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIUTh aJIMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Hcrmosp3yhh Oe3omacHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Mcnosnp3yii cokHblEe U pa3Hble naposu. TakuM ob6pasoM, ecyiu Tebs B3JIOMAIOT, TO
3JIOYMBINIJIEHHUKY TIOJIyYaT JIOCTYI TOJBKO K OHOMY TBOEMY MPOQUIIIO B CETH, & HE KO
BCEM;

4. Ecnu Tebs1 B310Masu, TO HEOOXOAMMO TIPEIyTIPEAUTD BCEX CBOUX 3HAKOMBIX, KOTOPBIE
n00aBJIeHbI Y TeOA B JIPY3bsAX, O TOM, YTO TebOs B3JIOMaJN U, BO3MOXKHO, OT TBOETO
“MeHU OyZieT pacchblIaThCA CIIaM U CCHUJIKU Ha (PUIITMHTOBbBIE CAUTHI;

5. YcraHoBH HaJiexkHbIHN 11aposib (PIN) Ha MOOMIbHBIN TetedOH;
6. OTKJIIOYU cOXpaHeHHe ImapoJis B Opaysepe;

7. He oTkpbiBail aiiyibl U Jpyrue BJIOXKEHUS B MHUChbMaX Jlake eCcJId OHU MPHUIIIN OT
TBOUX Jipy3el. JIydllle yTOUHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3Tu (ailybl.

[Mudposas penyranusa

[TudpoBas pemyrarus - 3TO HeraTUBHAs WJIH IMO3UTUBHAs WHGOPMAIUs B CeTH O Tebe.
Kommnpomerupywoimiasa uHdbopMalus pa3MelleHHas B UHTEPHETE MOKET CEPbE3HBIM



00pa3oM OTpasuThCA Ha TBOEH peaysbHOU Ku3HU. «[{udpoBas permyranusa» - 3TO TBOU
UMUK, KOTOPBIX (popmMupyeTcs u3 nHGopManuu o Tebe B MHTEPHETE.

TBoe MecTo JKUTeJIbCTBA, Yy4eObl, TBOoe (UHAHCOBOE IIOJIOKEHHEe, OCOOEHHOCTHU
XapakKTepa U paccKasbl 0 OJIU3KUX - BCe 3TO HAKAIUINBAETCA B CETH.

MHorue moAPOCTKHU JIETKOMBICJIEHHO OTHOCATCSA K IyOJIUKAI[UK JIUYHOW HHGOPMAIIUH B
VHTepHeTe, HE TOHUMAsT BO3MOKHBIX ITOCJIE/ICTBUM. ThI JJa’kKe He CMOIKEIIb JI0ralaThCs
0 ToM, uTo ororpadusi, pa3MeleHHas 5 JIeT Ha3ajl, cTajia IPUYNHON 0TKa3a MPUHSITH
Tebs1 Ha paboTy.

KomMmeHTapuu, pasmelneHue TBouxX ¢oTorpaduili W Apyrue JeHCTBHUS MOTYT He
HMCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl MX yAaIdIb. Thl HE 3HAEIIb, KTO COXPAHUI 3TY
nHpoOpManuo, IoMajaa JU OHA B MOWUCKOBBIE CHCTEMBI W COXpPaHWIACh JIA OHA, a
[JIABHOE: UTO MOJyMalOT O TeOe OKpYy:Karollee JIIOAN, KOTOpble HAUAYT U YBUJAT 3TO.
HatitTi nadopManuio MHOTO JIET CITYCTS CMOXKET JII000H - KaK U3 IOOPHIX OOy KIeHUH,
TaK U ¢ HAMEePEHUEM MPUUUHUTD BpPeJ. ITO MOKET OBITH KTO YTOTHO.

OcCHOBHBIE COBETHI 110 3aIIUTE ITU(PPOBON penyTaluu:

1. [Tomymaii, mpexkze ueM 4To-TO IyOJIMKOBATh U IepefaBaTh y cedsa B Osiore wiud B
COILIMAJILHOM CETH;

2. B HacTpolikax npodusd ycTaHOBU OTPaHUYEHUA Ha IPOCMOTP TBOero npoduss U ero
COJIEPKUMOTO, CZleJIall €T0 TOJIBKO «JJIS IPy3ei»;

3. He pasmemniaii u He ykaspiBail HHGOPMAIUIO, KOTOPAs MOYKET KOT0-JTU00 OCKOPOJIATH
WU OOMXKATh.

ABTOpCKOE IIpaBo

CoBpemeHHBble IIKOJBHUKHW- AaKTUBHBIE II0JIb30BATEIN ITU(MPOBOIO MPOCTPAHCTBA.
OpHako [Jajsieko He BCe 3HAKT, YTO II0JIb30BAHWE MHOTHMH BO3MOKHOCTSMU
udpoBOTro Mupa TpedyeT coOJII0/IEHNUS NTPAB HAa HHTEIEKTYTbHYI0 COOCTBEHHOCTbD.

TepMUH «HHTEJIeKTyaJbHasA COOCTBEHHOCTb» OTHOCUTCS K PA3JIMUYHBIM TBODEHUAM
YeJIOBEYECKOTO yMa, HAYMHAS C HOBBIX H300pDETEHWH U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh HA TMPOJYKTHl U YCJIYTH , U 3aKaHUMBAsA KHUTaMH, dororpadusamu,
KUHODMUIbMaMU U My3bIKQJIbHBIMU IPOU3BEJEHUAMU.

ABTOpCKUE IIpaBa - 3TO IpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BE/IEHUS
HayKU, JIUTEPATyphl U MCKycCcTBa. ABTOPCKHME IIpaBa BHICTYNAIOT B KauecTBe rapaHTUU
TOTO, YTO UHTEJJIEKTYaJIbHBIN/ TBOPUECKUH TPy aBTOpa He Oy/ieT HAIPACHBIM, IACT MY
CIIpaBe/JIUBbIE BO3MOKHOCTU 3apaboTaTh HA pe3yJsbTaTaX CBOETO TPYAQ, IOJIYUYUTHh
HU3BECTHOCTH U Npu3HaHue. HukTo 6e3 pa3pelieHus aBTopa He MOKeT BOCIIPOU3BOIUTH
ero IpousBefieHNe, PpaclIpoCTPAHATh, MYOJWYHO JEeMOHCTPUPOBATh, IPOJABATh,
UMIIOPTUPOBATh, IyCKAaTh B MPOKAT, IIyOJUYHO HCIIOJIHATH, TOKA3hIBAThH/UCIIOTHATD B
adupe wim pa3MmeiaTts B HTepHeTe.

Vcnosb30BaHUe «IMHUPATCKOTO» IPOTrPAaMMHOrO o0ecllieueHUs MOKeT IPUBECTH K
MHOTHM PHICKAM: OT IOTE€PU JAHHBIX K TBOUM aKKayHTaM [0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, I7le YCTAHOBJIEHHBIN He JierajibHas mporpamma. He crout Takke 3a0bIBaTh,
YTO CyIIleCTBYET JiIeTaIbHble U OecIIaTHbIE IPOrPaMMBbl, KOTOPbIE MOKHO HAWTU B CETU.

O noprase



CereBU4OK.p - TBOH TIJIaBHBIM COBETYHK B CeTU. 37ech Tbl MOXKeIIb Y3HATb O
0e30I1aCHOCTH B CETU IOHATHBIM U JIOCTYIHBIM S3BIKOM, a IIPU BO3HUKHOBEHUU
KPUTUYECKON CUTyalluu OOpaTHThCSA 3a COBETOM. A TakXKe IPUHATh YYacTHE B
KOHKYpCax U CTaThb CaMbIM [U(POBBIM IPAKAAHUHOM!



