MUHUCTEPCTBO OBPA30OBAHUA U HAYKU POCCUMCKOM
®EJIEPAITNIU

IINMCBMO
oT 14 mas 2018 roga N2 08-1184
O HanpaBjieHuN UHPOpPMATUU

JlemapTaMeHT TOCYZapCTBEHHON TOJHUTHKH B cdepe obmiero obpa3oBaHUs
Munobpuaykn Poccum HampapiysieT i cBeZleHUs paspaboTaHHble BpemeHHON
komuccuei CoBera ®Peznepanuu 10 Ppas3BUTHIO HHOOPMAIIMOHHOTO OOIecTBa
METONYECKHEe PEeKOMEHJAIUAN O pas3MelleHud Ha WHQOPMAIUOHHBIX CTEH/aX,
opUIMAIbHBIX  WUHTEpHEeT-caliTax W  Jpyrux HHQPOPMALMOHHBIX  pecypcax
0011e00pa30BaTeIbHBIX OPTraHU3AlMil U OPraHOB, OCYIIECTBJISAIOIINX YIIPABJIEHUE B
cdhepe obpazoBanus, nHbopManuu 0 6€30IMacCHOM IOBEJEHUHN U HCIIOJIb30BAHUU CETH
«HTEpHET».

Jupekrop [enapramenTta
A.E. Iletpos

MeToauueckue peKOMeHJanuumnu
0 pa3MelieHUM Ha MTH(POPMAIIMOHHBIX CTEHAX, OPUINATIBbHBIX
MHTEPHET-cafTax 1 APYyrux nHPOpMaAIMOHHBIX pecypcax
001IIe00pa3oBaTeJIbHbIX OPraHU3auil U OPraHoB,
OCYIIECTB/IAIOINMX yIIpaBjdeHue B chepe oopazoBaHul,
nHpopMamuu 0 6€30IMaCHOM MMOBEAEHUHU U UCIIOJIb30BAaHUU CETU
«HTEepHET»

dkcrepramMmu 1 wieHaMu BpemenHoit komuccuu CoBeta ®Pefepaliii MO Pa3BUTHIO
“HOPMaIMOHHOTO 00IIecTBa B paMKaX BBITIOJIHEHUS PEKOMEH IAIUI MapIaMeHTCKUX
CIyIIaHUU «AKTyaJbHbIE BOIPOCHI oOecreueHUs1 0e30MacHOCTH U Pa3BUTHSA JeTed B
nHGOPMAIIMOHHOM ITPOCTPAHCTBE», KOTOPBIe mponuin B CoBeTe @eneparuu 17 anpesis
2017 T., ObUTH pa3paboTaHbl MeTOJAWYECKHE PEKOMEHJIAIUM O pa3MeIlleHun Ha
WHPOPMAIIMOHHBIX  CTEHJAX, OQUIIUAJIbHBIX  HHTEPHET-CAUTaX W  JIPYTHX
WHPOPMAIIMOHHBIX pecypcax 001eo0pa3oBaTeIbHBIX OpPraHU3aldi W  OPraHoB,
OCYIIECTBJIAIONINX yIpaBjeHne B cdepe obpazoBanus, nHopmaruu o 6e30macHOM
IOBEJICHUM W WCIOJIb30BaHMU ceTu «lHTepHeT» (majlee - MeTOAWYECKHE
PEKOMEHIAIIHNHT).

MeTroguueckrue peKOMEHJAIIMA HAIlpaBJIEHbl HA KauyeCTBEHHOE TOBBINIEHHE YPOBHS
nHGPOPMAIIMOHHON IeATEIHHOCTH 001meo0pa30oBaTeIbHBIX OPTaHU3aIil MU OPraHOB,
OCYIIECTBJIAIONINX yIpaBiieHHe B cdepe oOpa3oBaHMs, B YacTH WHOOPMHPOBAHUSA
yJaluxcsi, X poauTesen (3aKOHHBIX MPECTaABUTEIEH) U MeJaroruyeckux paboOTHUKOB
00 OCHOBHBIX aceKTax HHQOPMAIMOHHOU 0€30ITaCHOCTH.

MeTroguueckue pPeKOMEHJAIUN II03BOJIAT 00Ie00pa30BaTeIbHBIM OpPraHU3ANUAM U
opraHaM, OCYIIECTBJISIOIIIUM yIIpaBjeHHe B cdhepe 00pa3oBaHUsA, AaKTYaTU3UPOBATH YIKE
HCIIOJIb3yeMbIEe U pa3MellleHHble MH(POpMAIMOHHbIE MaTEPUAJIBI, TAK U ITOJITOTOBUTH UX
B CJTydae UX OTCYTCTBHS C yUETOM JIYUIIUX MTPAKTUK U PEKOMEH/TaINH.



B pamkax MeTo/imyecKUX peKOMeHAalui pacCMaTPUBAIOTCA CJIeIyIOIe UHCTPYMEHTHI:
1. ”HOOPMAITMOHHbBIE CTEH/IbI;
2. opuruasbHble UHTEPHET-PECYPCHI;

3. cpeacraa MacCCOBOU I/IH(I)OpMaIII/II/I (HIKOJIbeIe ra3€Thl, IIeJarorndyeCkue n3Jjanud "
ZIpYTHE).

HMudopmanuoHHbie cTeHApl Ha uHpOpMaNMOHHBIX CTeHAaX B 0011e06pa30BaTeIbHbIX
OpraHM3aIUAX, PACIOJIOKEHHBIX B ¢olie yUpekJeHU U B KaOWHeTaX, OCHAIEHHBIX
IIEPCOHAJILHBIMU YCTPOHCTBAMH JJII BBIXOZla B CeTh «VIHTEpHET», PEKOMEHAyeTCs
pa3MecTuTh WH(POPMAIMOHHBIE IIAMATKH, COJAEPIKAIllie OCHOBHBIE COBETHI IO
obecrieueHUI0 MHOOPMAITMOHHOHN 6€30IMaCHOCTH yJaIIXCs.

B mpunoskennn N21 K METOUYECKUM PEKOMEHAIUAM IIPeCTaBJIeH 00pasel maMsaTKU
JUIsA pa3MellieHus: Ha MH(GOPMAITMOHHBIX CTEH/1aX.

CpenctBa MaccoBoii wuHpopmamuu B cpexcrtBax  maccoBod  mHQOpMAaIuu,
OPUEHTHPOBAHHBIX Ha OOyJamIIuxcs, peKOMeHAyeTcsi B TeueHHH ydeOHOoro roja
PEryJIIpHO MMyOJMKOBaTh MHMOPMAIIMOHHBIE MAaTEPUAJIBI, MOCBAIIEHHBIE OTAEIbHBIM
acekTaM MHGOPMANNOHHON 0e30IacHOCTH, a TAaKXKe Pa3JIMYHble HMaMATKU OOIIETO
Xapakrepa.

B cpeacrBax MaccoBoi UHQOpMaANW{, OPUEHTUPOBAHHBIX HaA I€JAarOTUYECKYIO
OOIIIECTBEHHOCTh, PEKOMEH/yeTCs B TEUEHHH KaJIEHJIADHOTO TO/Aa PETYJISIPHO
my0sinKkoBaTh MHGOPMALlMOHHbIE MaTepUaJIbl, MOCBAIIEHHbIE OT/EeJIbHBIM aclleKTaM
UH(POPMALIOHHON 6e3omacHOCTH KaK HECOBEPIIIEHHOJIETHUX, TaK u
00111e00pa30BaTeIbHBIX OPTraHU3aIUi, a TakKKe pa3jIndHble TaMATKH, 0030phI
HOPMAaTUBHO-IIPABOBOTO  PEeryJIMpOBaHUA JIaHHOW cdepbl u uHPOpMALUIO O
aKTyaJIbHbIX MEPOIIPUATUAX U COOBITUAX B JAHHOU cdepe.

B xome mpoBemeHuss EamHOro ypoka mno 0Oe3omacHOCTH B ceTu «LVIHTepHET»
pekoMeHyeTcsi o0OeclieunTh BBIIIYCK TEMAaTHYeCKOTO BBIIYCKa CpeJicTBa MacCOBOU
nHGOpPMAIUU JTUO0 CEPUU IyOJTUKAIIUH, CPEAN KOTOPBIX PACCMOTPETH OPraHU30BAHHBIE
MeponpuATUs A OOyJaloImuxcs, WX poAuTesed (3aKOHHBIX IPEACTaBUTENEN) U
T1eJIarOTUYecKOU 00IIeCTBEHHOCTH.

Odunuanbabie HNHTepHeT-pecypcnl Ob61eo0pa3oBaTeIbHBIM Opra’nu3anusam
peKoMeHayeTcsI Ha CBOMX oOQumuasbHblx HTepHeT-pecypcax  00ecneduTh
(pyHKIMOHUpOBaHWE  CaMOCTOATEJIBHOTO U CHe[UAJIM3UPOBAHHOTO  paszes
«HpopmanrioHHas 6€30MacHOCTh», B paMKax KOTOPOTO IMPEyCMOTPETh pa3MellleHre
cienyollei nHGopMaIum:

®opmart
Ne Pa3nea/moapazaen NpeACTABJICHUA Coaeprxanue MaTepuaIoB
MaTepHuaJioB
Pa3memarorcss KoMy JTOKYMEHTOB, T.€.
JlokanbHbIE i . JIOKY ’
HODMATHBHBIE aKTHl B K CKaHHPOBAHHBI BapHaHT JIOKYMEHTa,
1. c (bre) o Y TSN — OIHH z(oi}gg:gmls COOTBETCTBYIOLIMM  TpeOOBaHMAM K
P . B (opmare napaMmerpam CKaHHUPOBAHMSI.
nH(}OPMaIIMOHHON
Pasmemarorcs JIOKYMEHTHI,
6e30macHOCTH

periaMeHTUPYIONME  OpraHU3aIuil |




00 yUaIHIOIIHXCS

paboTy ¢ TeEepCOHANBHBIMH JaHHBIMH,
IUIAaHBI MEPONIPUITHIA MO 00ECHEeYCHHIO
UH(POPMALIMOHHOM 0e30macHOCTH
00y4aroNMxcs 1 ApyTue.

[TyOnuKyIOTCs aKTyalbHbIE CBEJICHUS 00
benepanbHbIX u PETHOHATIBHBIX
3aKOHAX, MUCbMAax OPTraHOB BIIACTH H

IpyTue HOPMaTHBHO-TIPABOBHIC
Komuu OKYMEHTBI erJIaMEeHTUPYIOIINE
Hopmarusnoe HORY ’ P PYTOIHE
2. JIOKYMEHTOB B | oOecreueHue uH(pOpMaAITMOHHOM
peryanupoBaHue *
dopmate *PDF 0€30MaCHOCTH  HECOBEPIICHHOJICTHHX.
JlomyckaeTcsi BMECTO KOIHI pa3MenaTh
THIEPCCBUIKA  HA  COOTBETCTBYIOLIHE
JOKYMEHTBI ~ Ha  caliTax  OpraHOB
rOCyJIapCTBEHHOMW BJIACTH.
Pasmerniatorcs METOMYECKHE
E€KOMEHIallun u a3bIBACTCS
Tekct Ha cTpaHulle p Aat YK
. UHpOpMaLus 0 MEPOTIPHUATHSIX,
[Tenarornueckum canra Konun
3. IPOEKTax u porpamMmax,
paboTHHUKaM JIOKYMEHTOB B
w HaIpaBJICHHBIX Ha MIOBBIIIICHUE
¢opmare *PDF .
UH(GOPMAITMOHHON IPaMOTHOCTH

neaarort4cCKux pa6OTHI/IKOB.

4. | Ob6yyarommmcs

Tekcr Ha cTpaHuLEe
caita

Pa3memaercs nH(pOpMaIMOHHAS
namsaTka  (mpuiokeHue — Ne2)  wu
YKa3bIBAETCs uHpopManus 0
MEpPOIPUITHSIX, IIPOEKTax u
IporpaMmax, HaIpaBJIEHHBIX Ha
MOBBILLICHHUE nH(OPMaLIOHHON

IPaMOTHOCTH O0YYarOLIHXCS.

Poaurensm (3akOHHBIM
5. | MpencTaBUTENSIM)

Tekcr Ha cTpaHuLEe
caita

Pa3zmeniaercs nH(pOpMaIMOHHAS
namsTka (mpuioxxeHue Ne3).

00ydJaronmxcs
Pa3zmemniaercs uHpopManus 0
6 Herckue  Oe3zomacHble | TeKCT Ha cTpaHHIE | PEKOMEHAYEMBIX K HCIOJIb30BAaHUIO B
" | calThI cairta yaeOHOM TIpoliecce 0e30macHbIX calTax,

GaHHCpBI 0e30IMacHBIX JIETCKUX CalTOB.

OpraHaM, OCYIIECTBJIAIOITUM YyIIpAaBJIEHHUE B C(bepe O6paSOBaHI/Iﬂ, PEKOMEHAYETCA Ha

CBOUX  O(UIIMATBHBIX
CaMOCTOSITEJIBHOTO U
0€e301aCcHOCTD»,
uHopmanuu:

HNHuTepHeT-pecypcax
CIIELIMAJIN3UPOBAHHOTO
B paMKaxXx KOTOpPOro IIpefyCMOTpPeTh pasMellleHue Ccjeayrolei

00ecreynTh
paszen

dyHKITUOHUpOBaHUE
«adpopmaninonHaa

IIpunoxenue N21




ITamarTka
1A o0yuaomuxcsa 00 nHGOPMAIIMOHHOU 0€30IIaCHOCTH JIeTeH

HEJIb34

1. Bcem moapsa coobmaTh cBOIO YacTHYIO mHMopmaruio (HacTosmye uMs, ¢haMUIInIo,
TesieoH, azpec, HOMEP IIKOJIbI, a Tak:Ke poTorpaduu CBOU, CBOEH CEMbHU U JIPY3e);

2. OTKprBaTb BJIOXKE€HHDbIE (baﬁ]'[bl QHGKTPOHHOﬁ II04YThbl, KOrga He 3Haellb
OTIIPABUTEJIA,

3. I'pybuts, mpugupaTbcs, OKa3bIBaTh /JdaBJIEHHNE — BECTH cebs HEBEXJINBO U
arpecCUBHO;

4. He pacnopsikaiicss neHbramMm TBOEN ceMbu 0e3 paspelleHusl CTapliux - Bcerjaa
CIIpaIIuBail poinTeJIEN;

5. He Bcrpeuaticsi ¢ VHTepHET-3HAKOMBIMU B PEAJIbHOU KU3HHU - ITOCOBETYMCSA CO
B3POCJIBIM, KOTOPOMY JIOBEPSIEIIIb.

OCTOPOKHO

1. He Bce mumryt npasay. Yuraems o cebe HellpaBay B VIHTEpHETe — cO00IIM 00 3TOM
CBOUM POJIUTEJISIM WJIH OIIEKyHAM;

2. [IpuryiamnanT nepenuchBaThCs, UTPATh, 0OMEHUBATHCA - IIPOBEPD, HET JIU ITO/IBOXA;
3. HezakonHoe konupoBanue ¢aiyioB B IHTepHETE - BOPOBCTBO;
4. Bcerma pacckasbiBail B3pOCJIBIM O IMPO0GJIEMax B CETH - OHH BCEr/ia IIOMOTYT;

5. Vicrionp3yii HAaCTPOWKH OE30MACHOCTH M NPUBATHOCTH, UTOOBI HE IOTEPATH CBOU
AKKAYHTBI B COIICETSAX U JIPYTUX OpTaIaX.

MOXHO

1. YBakall Ipyrux IoJib30BaTesei;

2. [Tonp3yenibess HTEPHET-UCTOUHUKOM - JleJIall CChIJIKY Ha HETO;
3. OTKpbIBaM TOJIBKO T€ CCHLIIKU, B KOTOPBIX YBEPEH;

4. O0IaThes 3a MOMOIIBIO B3POCBIM - POJUTEIH, ONIEKYHBI U aJIMUHUCTPAIIUs CAliTOB
BCer/ia IIOMOTYT;

5. Ilpoiizu oOyueHue Ha cailite «CeTeBUYOK» M IIOJIy9Hd MACIOPT ITUPPOBOTO
rpaxkgaHuHal

IIpusoxenue N° 2

HNuadopmanmnoHHaA MaMATKA /IS O0yJaIONINXC I pa3sMelleHUA
Ha opunuaabHbIX UHTEpHET-pecypcax

C KaXXabIM I'OZJOM MOJIOAEKH B MHTEPHETE CTAHOBUTHCA 6OJIbIlIe, a IIKOJIbHUKHW OJHHU 13
caMbIX aKTUBHBIX IOJIb30BaTeIeN PYHETa. Mexc/:[y TEM, IOMHUMO OI'POMHOTI'O KOJIMYECTBA



BOSMO)I(HOCTeI;JI, HUHTEPHET HECET U l'IpO6JI€MI)I. dTa mamsaTKa AOJI2KHa IIOMOYb Tebe
6e30IacHO HaXOAHUTHCA B CE€TH.

KomnbroTepHble BUPYCHI

KoMmmplOTepHBIF  BUpYyC - 5TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTPAMM,
OTJIMYUTETLHOU OCOOEHHOCTHI0O KOTOPOM ABJISIETCA CHOCOOHOCTh K Pa3MHOXKeHHI0. B
JIOTIOJTHEHNE K 3TOMY, BHPYCHl MOTYT IOBPEIUTH WJIM IOJHOCTHIO YHHYTOXKUTH BCE
daitiel U JaHHBIE, MOAKOHTPOJIbHBIE IOJB30BATEN0, OT HMEHU KOTOpPOro ObLia
3amylieHa 3apakéHHas IPOrpaMMa, a TakKiKe IOBPEAUTh HIN Jake YHUUYTOXKUTD
OIIEpAallIOHHYI0 CHUCTEMY CO BceMHu (aiiylaMu B I[eJIoM. B OOJIBIIMHCTBE CIIyvaeB
PacCIpOCTPAHSIOTCA BUPYCHI YepPe3 UHTEPHET.

MeTo/1bI 3aIIUTHI OT BPEJOHOCHBIX IPOTPAMM:

1. Mcnionp3yil cOBpeMEHHBIE OIlepallOHHBIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPELOHOCHBIX ITPOTrPaMM;

2. [TocrosgHHO ycraHaBiuBai mavt (IU@POBBIE 3aIIATKHA, KOTOPBHIE aBTOMATHUYECKH
yCTaHABJIMBAIOTCA C II€JIBI0 JIOPAaOTKH IIPOrpaMMBbI) W JApyrHe OOHOBJIEHHUsI CBOEH
omepanmuoHHOU cucteMbl. CKaumBal UX TOJIPKO € OPUIIMATIBFHOTO calTa pa3paboTumka
OC. Ecu cymiecTByeT peKUM aBTOMAaTHUYECKOTO OOHOBJIEHM ST, BKJIFOUH €T0;

3. Paboraii Ha cBOeM KOMIIbIOTEpE IO/l IIPAaBaMU I10JIb30BAaTENIsA, a HEe a/IMUHHUCTPATOPA.
ITO He MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOTPAaMM HHCTAJIMPOBATHCS HA TBOEM
IIEPCOHAILHOM KOMIIBIOTEPE;

4. Mlcriosib3yii aHTUBUPYCHBIE IIPOTPAMMHEBIE ITPOJIYKTHI N3BECTHBIX IIPOU3BOUTEIIEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NUECKUU JOCTYI K KOMIIBIOTEPY /IJIs1 IOCTOPOHHUX JIUII;

6. Mcnosp3yil BHellIHMe HOcuTeaIu UHGOpMAIUY, Takue Kak QJielika, AUcK win Qaiian
W3 UHTEPHETA, TOJIbKO 13 NPO¢depEeHHBIX HCTOUHUKOB;

7. He oTkpbIBail KoMObIOTepHBIE (ailibl, MOJTyYeHHble U3 HEHA/EKHBIX UCTOYHUKOB.
Haxxe Te daiiyibl, KOTOpbIE IPUCIaI TBOM 3HAKOMBIN. JIyullle yTOUHU y HEro, OTIIPABJIAI
JIX OH Tebe uX.

Cetu WI-FI

Wi-Fi - 3To He BUJI miepeavyu JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpEH/l, MapKa.
Eme B 1991 roay HujepJsaHjcKkasg KoMIIaHUA 3apeructpupoBayia 6pens, « WECA», uto
oboszHauaso cimoBocouetanue «Wireless Fidelity», koropsiii mnepeBojguTcs Kak
«0becIpoBOHAS TOUHOCTH ».

Jlo Hamiero BpeMeHM Jlonia Jipyras abOpeBuaTrypa, KOTOpas sBJAETCSA TaKOM Ke
TexHosiorueil. 9to abbpeBuarypa «Wi-Fi». Takoe HazBaHUe ObLIO JAHO ¢ HAMEKOM Ha
CTaHAApT BHICIINN 3ByKOBoU TexHuku Hi-Fi, 4To B mepeBojie 03HAYaeT «BBICOKAs
TOYHOCTB>.

Jla, OecIuTaTHBIA MHTEPHET-AOCTYN B Kade, OTesIX U adpoIopTax sBJISETCA OTIUIHON
BO3MOJKHOCTBIO BBIXOZlJa B HMHTepHeT. HO MHOrHMe BKCHEPTHI CUYUTAIOT, YTO
obmenoctymabie Wi-Fi ceTu He sABIsAIOTCA 6€30IMaCHBIMH.

CoseTbl 110 O€3011aCHOCTH PaboTe B 00IIeAOCTYITHBIX ceTsax Wi-fi:



1. He mepenaBaii cBo JIMUHYI HHpopManuioo udepe3 obOmenocTymHablie Wi-Fi ceru.
PaboTas B HUX, KeJIaTeJIbHO He BBOJIUTH MApPOJIU IOCTYIIA, JIOTUHBI U KaKHe-TO HOMepa;

2. Mcnosnp3yit 1 0OHOBJISAM aHTUBUPYCHBIE IPOTPaMMBbI U OpaH/iMayep. TeM caMbIM ThI
obe3omnacuib cedsl OT 3aKaYKHU BUPyca Ha TBOE YCTPOHCTBO;

3. IIpu ucnosbpzoBanuu Wi-Fi otrioun ¢yuknuio «OO0muil moctyn Kk daisam u
npuHTepamM». JlaHHasg GYHKIOHMSA 3aKpbhiTa 10 YMOJYAHUIO, OJHAKO HEKOTOpPbhIE
MI0JIb30BATEIN AKTUBUPYIOT €€ s yI00CTBA UCIIOIb30BaHUsA B paboTe niin yuebe;

4. He ucnionp3yit mybamunsiii WI-FI 14 mepeziaum JIMUHBIX JAHHBIX, HATPUMED JJIS
BBIXO/Ia B COIJHAJIbHBIE CETU WU B 3JIEKTPOHHYIO I10UTY;

5. Mmonbp3yil ToJsbKO 3amuineHHoe coenuHenue yepe3 HTTPS, a we HTTP, T.e. mpu
Habope BeO-aspeca BBoAU UMeHHO «https://»;

6. B wmoOwibHOM TesedoHe OTKIOuM GyHKnuoo «Ilogkmouenme k- Wi-Fi
aBTOMaTHuYecKu». He /omMyckail aBTOMaTUYECKOTO MOAKIIOUEHHA YCTPOUCTBA K CETSIM
Wi-Fi 6e3 TBOero corsiacusi.

ConuasibHbIe ceTu

ComuasibHbIE CEeTH aKTHBHO BXOJAT B HAIITy JKU3Hb, MHOTHE JIIOJI PAOOTAIOT U JKUBYT
TaM IOCTOSIHHO, a B Facebook y»ke 3aperucTpupoBaH MUJLTUAD/] YETIOBEK, UTO SIBJISIETCS
OJIHOH CeIbMOM BCEX »KHUTejied IIaHeThbl. MHOrHue II0JIhb30BaTeJ Il He IMOHUMAIOT, UTO
uHpopMmanus, pa3MellleHHas UMH B COIMAJIbHBIX CETAX, MOXKET ObITh HailifleHa U
HCIIOJIb30BaHAa KEM YTOHO, B TOM YHCJIe He 00s13aTeIbHO ¢ 6J1arnMyu HaMepeHUsIMHU.

OCHOBHBIE COBETHI 10 O€30ITaCHOCTH B COIIMAJIbHBIX CETAX:

1. OrpaHuYb CHOUCOK JIpy3eil. ¥ TeOs B APy3bsSX HeE JOKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIOJEH;

2. 3amuinayn CBOIO YacTHYIO >ku3Hb. He ykaseiBail maposiu, TesedoHbl, aapeca, JaTy
TBOETO POXJEHUA € [APYIyI0 JHWYHYI0 HHQOpPMAIUiO. 3JIOYMBIIIJIEHHUKA MOTYT
HCNOJIb30BaTh Ja)ke HUH(MOpMAIUI0 O TOM, KaK Tbl U TBOM POJAUTENH IUJIAHUDPYeETe
MIPOBECTH KaHUKYJIBI;

3. 3amuIai CBO0 PEeIyTaIvIo - IEPKU €€ B YMCTOTE U 3371aBail cebe BOIpOC: XOTeJT Obl
TBI, YTOOBI ApyTHe M0JIb30BaTe N BUEJIN, UTO Thl 3arpyxkaems? Ilogymaii, mpex/ie uem
YTO-TO OIYOJIMKOBATh, HAIIUCATD U 3aTPy3UTh;

4. Ecsin ThI TOBOPUIIIB C JIIOJIbMU, KOTOPBIX He 3Haelllb, HE UCIIO0JIb3yH CBOE peayibHOe
UM U JPYTYIO JUUHYI0 HHQOPMALNU: UM, MECTO KUTEJIbCTBA, MECTO yUeObl U ITpoyuee;

5. 136eraii pasmerenus ororpaduii B IHTEepHETE, I7ie Thl N300pakeH Ha MECTHOCTH,
110 KOTOPOU MO3KHO OIIPEJIeJINTh TBOE MECTOIOJIOKEHUE;

6. [Tpu perucrpanuu B COIUATFHOU CETH HEOOXOAUMO UCIIOJIH30BaTh CJIOKHbBIE ITAPOJIH,
cocrosye U3 OykB ¥ QP U ¢ KOJIMYEeCTBOM 3HAKOB He MeHee 8;

7. Z[JIH COIII/I&JH)HOfI CETU, IIOYThI U APYIUX CaulTOB HeO6XOI[I/IMO HCIIOJIb30BATb PA3HBIE
ImapoJin. Tor/:[a ecsu Tebst B3JIOMAKOT, TO 3JIOYMBIINIJICHHUKH I10JIydaT AOCTYII TOJIBKO K
OAHOMY MECTY, a HE BO BCE Cpaa3y.

DJIEKTPOHHBIE JIEHbI'U



SHGKTpOHHbIe A€HbI'M — 3TO OYE€HDb YAO6HbIﬁ criocod HHaTe)KEﬁ, OJHAKO CYIIEeCTBYIOT
MOII€EHHUKH, KOTOPbIE XOTAT ITOJIYYUTb 3TU JE€HbI'U.

SﬂeKTpOHHBIe JE€HBbI' IIOABUJIMCb COBCEM HE€JAaBHO M MMEHHO H3-3a 3TOI'O BO MHOI'MIX
TOCyaapCTBax A0 CHUX IIOP HE IIPOITMCAHO IIPO HUX B 3aKOHAX.

B Poccuu ke oHU (DYHKIMOHHPYIOT U O HHX YK€ IIPOIHMCAHO B 3aKOHE, IJle UX
paszessAoT Ha HECKOJIPKO BU/IOB - AaHOHMMHBIE U HE aHOHMMHbBIE. Pa3HHIIa B TOM, YTO
AHOHHMHBIE - 5TO Te, B KOTODBIX paspellaercsa I[IPOBOAUTL omepanuu 0e3
naeHTUPUKAIUMY TI0JIb30BaTesI, a B HEAHOHMMHBIX HAEHTHU(DUKAIIUNA I10JIb30BATEIS
ABJIsIeTCs 00513aTeIbHOM.

Takske ciezyeT pa3janyarh 3JIEKTPOHHBbIE (HUATHBIE AeHbI'U (PaBHBI TOCY/IapCTBEHHBIM
BaJIIOTaM) U 5JIEKTPOHHBIE HepUaTHBIE IeHbIU (He paBHBI TOCYIaPCTBEHHBIM BaJIIOTaM).

OCcHOBHBIE COBETHI 10 OE30ITACHON PaboTe C 3JIEKTPOHHBIMU JIEHbIAMU:

1. [IpuBs>ku K cueTy MOOWIbHBIN TejieOH. ITO caMbIil YAOOHBIM U OBICTPBHIN CIIOCO0
BOCCTAHOBUTb JIOCTYT K cuery. [IpuBsaA3aHHbBIN TeseOH IMTOMOKET, eC/IN 3a0y/ellb CBOU
IUIATEXXHBIN MapOJIb UJIU 3al/IeNIb HA CAUT C HE3HAKOMOT'O YCTPOUCTBA;

2. Hcnosnp3yit ogHOpasoBble maposu. [locie mepexosia Ha YCHJIEHHYIO aBTOPHU3AIIUIO
Tebe yke He Oy/IeT yrpoKaTh OMMACHOCTh KPAXKK WJIH IepexXBaTa IJIaTeKHOTO apoJIs;

3. Beibepu cioxHBIA maposib. IlpecTymHukam OyZeT He MPOCTO YraZaTh CJIOXKHBIHN
naposib. HazieskHbple maposii — 3TO apoJiv, KOTOpble Cofiep;KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOYHBIE M IPOMHCHBIE OYKBBI, IUGPHI U HECKOJIBKO CHMBOJIOB,
TaKue KaK 3HaK J|0JI1apa, GyHTa, BOCKJIMIIATEIbHbIN 3HaK U T.. Hanpumep, StROng!;;

4. He BBOZiU CBOM JINUHBIE JIAaHHBIE HA CaliTaX, KOTOPHIM He JJ0BEPSEIIb.
AJIeKTPOHHAA IIOHTA

JJIEKTPOHHASA II0YUTA — ATO TEXHOJIOTHUS U MPEOCTaBIsIeMbIe €10 YCIYTH 110 IEPECHLIIKE
U TIOJIYYEHHUIO 3JIEKTPOHHBIX COOOINEHUH, KOTOPbIE PACIPEJIE/IAIOTCS B KOMITBIOTEPHOU
cetd. OOBIYHO BJIEKTPOHHBIM TIOUYTOBBIA SIIUK BBIIVIAAUT CIEAYIOIUM 00pa3oM:
UMs_TI0JIb30BATENA@UMsA_oMeHa. Takke KpoMme mepesiauul MpoCTOro TEKCTa, UMEeTC s
BO3MOXKHOCTbH Tepe/IaBaTh (pauIbl.

OCHOBHBIE COBETHI 10 O€30ITACHON PaboTe C HJIEKTPOHHON OYUTOM:

1. Hago BBIOpaTh mMpaBUIBHBIA TOYTOBBIN cepBHC. B MHTEpHETE €CTh OTPOMHBIA BHIOOD
OecrIaTHBIX MOUYTOBBIX CEPBHCOB, OJIHAKO JIyUllle JIOBEPATHh TeM, KOTO 3HAellb U KTO
TIepBBIN B PENUTUHTE;

2. He yka3piBail B IUUHOU moute JIMUHYI0 nHpopMaruw. Hanpumep, sgydiiie BIOpaTh
«MY3BIKaJIbHBIA_(haHAT(@» WIN «POK2013» BMeCTO «TeMal3»;

3. Mcnosb3y# ABYXATAITHYI0 aBTOPHU3AIUI0. DTO KOTJa IOMHUMO IapoJisi HY?KHO BBOJIUTH
KO/JI, MpUChLIaeMbIH 110 SMS;

4. Bpibepu cJIOKHBIN mapoJib. 1A KaXKJIOrO IOYTOBOTO SAIIHUKA JOJDKEH OBITh CBOM
Ha/IEeKHBIH, YCTOMYUBBIN K B3JIOMY IapOJIb;

5. Ecoim ecTh BO3BMOXKHOCTh HAmKcaTh CaMOMY CBOUM JIMYHBIM BOIIPOC, HUCIIOJIB3YH 3Ty
BO3MOXKHOCTD;



6. Vcronb3yil HECKOJIBKO ITOYTOBBIX SIIITUKOB. IIepBBIM 1 YacTHOU NEPENHCKH C
azpecaTaMi, KOTOPBIM ThI JIOBEPSIEIIb. DTO SJIEKTPOHHBIN ajipec He HaJ[0 UCII0JIb30BaTh
IIPY perucTparnuu Ha GpopyMax U cauTax;

7. He oTkpbIBaii (paiiyibl U JIpyTHe BJIOXKEHUS B MHChMAaX Ja’Ke €CId OHU IPHUIILIH OT
TBOUX Jipy3e. JIydlle yTOYHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (paiiisl;

8. Ilocie okoHuYaHus pabOTHl HAa IOYTOBOM CEpPBHUCE IIE€pe]] 3aKPBITHEM BKJIAJKU C
caiToM He 3a0y/Ib Ha’KaTh Ha « BRIATH».

KubepOy IMHT WK BUPTYaJIbHOE U3/IEBATEIHCTBO

KubepOystmHr — TIpecyiefloBaHUE COOOIEHUSIMU, COAEPKAIUMH OCKOPOJIEHUS,
arpeccuio, 3allyTUBaHWE; XYJUTAHCTBO; COIUAJIBHOE OOMKOTHPOBAHHE C IIOMOIIBIO
Pa3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYIIIMHTOM:

1. He Gpocaticsa B 60ii. JIyummuii cmoco0: OCOBETOBATbCS Kak cebsl BECTU U, €CJIM HET
TOT'0, K KOMY MO>KHO OOPaTUThCS, TO BHAUaJIe YCIIOKOUTHCA. EC/i Thl HAaUHEIIb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €ellle O0JIbIIe PAa30KIKeIlh KOH(MJINKT;

2. YrpasJisaii cBoel kubeppelryTaueni;

3. AHOHHUMHOCTh B CE€TH MHHUMAasd. CYH_IeCTBy'IOT CITIOCOOBI BBIACHUTDb, KTO CTOHT 3a
AHOHHMMHBIM aKKayHTOM;

4. He crouT BecTy Xy/IMTaHCKUI 00pa3 BUPTyaIbHOH KU3HU. IHTepHET (pUKCUPYET Bce
TBOU JIEHICTBUSA U COXPAHAET UX. YIAIUTh UX Oy/IeT KpaiiHe 3aTpy/IHUTETBHO;

5. Cobutroait cBOY BUPTYaIbHYIO YECTh CMOJIOZY;

6. Urnopupy#l enuHuuHbIE HeratuB. OmHOpa30Bble OCKOPOUTEIbHBIE COOOIIEHUS
Jiy4diiie uirHopupoBath. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4aJbHOU CTaiuu;

7. ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMH COODIIIEHUSIMU, B COITUATBHBIX
CeTAX eCTh BO3MOXKHOCTh OJIOKMPOBKU OTIIPABKU COOOIIEHUH C OIIpe/leJIEeHHbBIX a/IPECOB;

8. Ecim Tl cBuzerenp KubepOysuimHra. TBow AeHCTBHUA: BBICTYNHUTH IIPOTUB
Ipecjie/ioBaTesisA, IMOKa3aTh €My, 4YTO €ro JeUCTBUS OIEHHUBAIOTCS HETaTHBHO,
MIO/I/IEPKATh JKEPTBY, KOTOPOH HYKHA IICUXOJIOTHYECKAs TTOMOIIb, COOOIIUTH B3POCIBIM
0 ¢axTe arpecCUBHOTO MOBE/IEHUS B CETH.

MobupHBIH TeedoH

CoBpemenHble cMapT¢GOHBI U IUIAHIIETHI COZEPKAT B cebe BIIOJIHE B3POCJIBII
¢dyHKIIMOHAS, U Temepb OHM MOTYT KOHKYpPHPOBaTh CO CTallMOHAapHBIMU
KoMmIbloTepamMu. OJIHAKO, CPEACTB 3AIUTHI JJI OJI00HBIX YCTPOMCTB ITOKAa OUEeHb MaJIO.
TecTrpoBaHVE U MOUCK YA3BUMOCTEN B HUX ITPOUCXOAUT HE TaK WHTEHCUBHO, KaK JIJIA
ITK, To ke caMoe KacaeTcss U MOOMJIbHBIX ITPUJI0KEHHH.

CoBpeMeHHbIe MOOWIbHBIE Opay3ephl yiKe IPaKTUYEeCKHd JIOTHAJIM HACTOJIbHBIE
aHAJIOTH, OJTHAKO paciiupeHre QYHKIIMOHAIA BeYeT 3a COOOM OOJIBIIYIO CJIOKHOCTD U
MEHBIIYIO 3aIUIIEHHOCTb.



,Z[EUIEKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOBJI€HI/IH, 3aKpbIBalOIIIUE€ KPUTHUYECKHUE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OcHOBHBIE COBETHI /11 6€30MacCHOCTH MOOMJIBHOTO TeyiepoHa:

1. Huuero He sABJseTCA MO-HACTOAIMIEMY OecIIaTHBIM. ByZib OCTOpOXKEH, BeAb KOraa
Tebe mpezIaraloT 6eCcIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IIATHBIE
YCIyTH;

2. Jlyma#i, mpexxjie uemM otapaButh SMS, ¢poTo miu Buzeo. Thl TOYHO 3HAEID, T/IE OHU
OyAyT B KOHEUHOM UTOTE?

3. HeoOxomumo 06HOBJIATH ONEPAIIMIOHHYIO CCTEMY TBOETO CMapT(QOHa;
4. Vicnoyib3y#t aHTUBUPYCHBIE IIPOTPaMMBI JIJII MOOMJIBHBIX TeIe(POHOB;

5. He 3arpy»xaif mpusio:KeHus1 OT HEU3BECTHOTO UCTOYHUKA, BeJIb OHU MOTYT COZEPIKATh
BPEZIOHOCHOE IIPOrPaMMHO€e 0DecIieueHue;

6. ITocie TOTO Kak ThI BBIMJEIIH C CAlTa, T/I€ BBOAWII JIMYHYI0 UH(pOpPMAIHIO, 3aiu B
HAaCTPOUKHM Opaysepa u yjiaiu cookies;

7. Ilepmoaruecku IpoBepAl KaKue MJIaTHbIe YCIIyTU aKTUBUPOBAHBI HA TBOEM HOMEDPE;

8. JlaBaii cBoii HOMep MOOWJIBHOrO TesaedoHa TOJIBKO JIIO/ISIM, KOTOPBIX THl 3HAEIlb U
KOMY JIOBEPSIEIIIb;

9. Bluetooth momxeH OBITH BBIKJIIOYEH, KOTJa Thl UM He IOJb3yelrbcs. He 3abbiBaii
WHOT/Ia TPOBEPATH ITO.

Online urpsr

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOUYHbBIE, 3aXBaTHIBAIOIIME Ppa3BJIeUYEHUS,
00'beUHSIONINE COTHU THICSY YEJIOBEK 10 BceMy MUPY. VITPOKH HCCIEAYIOT JaHHBIA UM
MHP, OOIIAIOTCA APYT C JIDYTOM, BBITIOJHSIOT 3aJ]JaHHsA, CPAXKAIOTCSA C MOHCTPAMHU H
MOJIy4alOT OMBIT. 3a YJOBOJIbCTBHE OHHU IUIATAT: IOKYHAIOT JIMCK, OIUIAYMBAIOT
abOHEMEHT WJIU MPUOOPETAI0T KAKUE-TO OIIIHH.

Bce aTtu cpezcrtBa uAyT Ha IOAJep;KaHUME U pa3BUTHE WUIPHI, a TaKKe Ha caMmy
0e30MacHOCTh: COBEPIIEHCTBYIOTCS CUCTEMbBI aBTOPHU3AIUH, BBIIIYCKAIOTCS HOBBIE ITATUYN
(mudpoBeIe 3aIUIATKH JJ15 POTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX HUrpax CTOUT oOIacaTbCAd H€ CTOJIBKO CBOHX COIIEPHHKOB, CKOJIBKO KpaXXHu
TBOE€TO I1ap0JId, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOpHU3allU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30ITaCHOCTH TBOETO HUI'POBOr'o aKKayHTa:

1. Eciu ipyroit urpok BezieT ce0s IJI0X0 WM CO3/1aeT Tebe HePUATHOCTH, 3a0JI0KUpyH
€ro B CIIMCKE UTPOKOB;

2. Tloxkasyiica aAMUHUCTpATOpaM Wrpbl Ha IIJIOXO€ IIOBEJIEHUWE 5TOr0 UIPOKa,
JKeJIaTeJTbHO MIPUIOKUTh KaKHe-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB,

3. He ykasspiBaiil 1nuHyo nHpopMaIuo B npodaiisie Urpsi;

4. YBaxkall IpyTux y9acTHUKOB I10 UTPE;



5. He ycranaBiuBali HeopunyaabHble IaTYU U MOJIBI;
6. cnosib3yli c10:KHBIE U Pa3HbIE IAPOJIH;

7. ,Z[axce BO BpEMA HUI'DbI HE CTOUT OTKJ/JIIOYATb aHTHUBHPYC. Iloka TBI HI'paelnib, TBOU
KOMIIBIOTED MOTYT 3apa3UuTh.

OUIIUHT WX KpaXa JIMYHBbIX JaHHbIX

OOBIYHOMI Kpaxceﬁ AE€HET U JOKYMEHTOB CE€rogHd y>K€ HHKOIo H€ yAWBHIIIb, HO C
Pa3BUTHUEM I/IHTepHeT-TeXHO)IOI‘I/Iﬁ 3JIOYMBIIIIVIECHHUKH II€EPEMECTUJ/INCh B MHTEPHET, U
IIPOAOJIZKAIOT 3aHUMATbCA «JIFOOMMBIM » A€JIOM.

Tak mosiBUJIaCh HOBAs yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WU (DUIITUHT, TJIaBHAS 1IeJTb
KOTOPOTO COCTOMT B IOJYYeHUU KOH(MUJIEHINATbHBIX JAHHBIX II0Jb30BaTeIed —
JIOTUHOB U napoJieii. Ha aariuiickom s3bike phishing ynraercs kak ¢umuHr (ot fishing
— pbIOHas JI0BJIsA, password — IapoJib).

OcHOBHBIE COBETHI 110 OOpPHOE ¢ PUIITHHTOM:

1. Ciremn 3a CBOMM aKKayHTOM. EciM ThI IIOJ03peBaelllb, YTO TBOs aHKeTa ObLIa
B3JIOMaHa, TO HeoOX0UMO 3a0JIOKHPOBATh €€ U COODIIUTh af]MUHUCTPAaTOpaM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Ucnosb3yil Oe3omacHble BeO-CaWThl, B TOM YHCJIE, WHTEPHET-MAara3muHoOB U
IIOUCKOBBIX CHCTEM;

3. Mcnomnp3yii c1o:kHbIE U pa3Hble naposu. Takum o6pa3oM, ecyin Tebs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKY IOJIy4YaT JIOCTYII TOJIBKO K OHOMY TBOEMY NPOQUIIIO B CETH, & HE KO
BCEM;

4. Ecnu Tebs1 B3/10MAasH, TO HEOOXOAUMO IIPEIYIIPEAUTD BCEX CBOUX 3HAKOMBIX, KOTOPBIE
7100aBjIeHbI y TeOS B JIPY3bsX, O TOM, UTO TeDOs B3JIOMaJIi W, BO3MOXKHO, OT TBOETO
UMeHU OyZieT pacchlIaThCs CIlaM M CChIKU Ha (DUIITMHTOBBIE CANTHI;

5. YcranoBH HajiexkHbIN n1aposib (PIN) Ha MOOMIIBHBIN TetedOH;
6. OTKII0YU cOXpaHEeHUe MapoJis B Opaysepe;

7. He oTkpbiBail paiiyibl U ApPyrye BJIOKEHUS B MUCHhMAaX JlakKe €C/Id OHU IPUILIN OT
TBOUX Apy3ei. JIyulie yTOUYHH y HUX, OTIIPABJISIN JI OHU TeOe 3TU Daiisbl.

[Mudposas penyranus

[{udpoBas pernyranus - 3TO HETATUBHAs WIN MO3UTHBHAas WH(oOpMaIus B ceTu o Tebe.
Komnpomerupyiomasa uHpopManus pasMelleHHass B UHTEPHETE MOXKET CePbe3HBIM
00pa3oM OTpa3UTHCSA Ha TBOEH peasibHOU KuU3HHU. «I[udpoBas permyranus» - 3TO TBOU
UMUK, KOTOPBIY (popmupyetcs n3 nHdopmanuu o Tebe B UHTEPHETE.

TBoe MeCTO JKUTeJbCTBa, y4ueObl, TBoe (UHAHCOBOE IIOJIOKEHHE, OCOOEHHOCTH
XapakTepa U paccKasbl 0 OJIM3KUX - BCE 3TO HAKAIJIUBAETCS B CETH.

MHor1e HOAPOCTKH JIETKOMBICJIEHHO OTHOCATCSA K IyOJIUKAIIUMY JIMYHOU WH(pOPMAIUH B
HuTepHETE, HE MTOHUMASA BO3MOXKHBIX IMOCIEACTBUM. ThI /laske HE CMOKEIb JOTaAaThCs
0 ToM, 4TO poTorpadusi, pasMeIlleHHas 5 JIET Ha3a/l, cTajla IPUYUHON OTKa3a MPUHATD
TeOs Ha paboTy.



KomMmeHnTapuu, pasmelneHue TBoux ¢oTorpaduii W Apyrue JeHCTBUS MOTYT He
HCUYE3HYTh Jla’Ke I0CJIe TOTO, KaK Thl UX yAaIdIb. Thl He 3HAEIIb, KTO COXPAHUI 3TY
nHopManuio, momnajga JU OHAa B IOWCKOBBIE CHCTEMBI M COXpPAaHWIACh JIU OHA, a
[JIABHOE: UTO MOJyMalT O TeOe OKpYy:Karollee JIIOAU, KOTOpble HAUAYT U YBUJAT 3TO.
Hatiti nadopManumio MHOTO JIET CITYCTs CMOXKET JII000H - KaK U3 IOOPBIX MOOYKIeHUH,
TaK ¥ ¢ HAMEPEHNEM MPUIYNHUTH BpPel. ITO MOKET OBITh KTO YTOTHO.

OcHOBHBIE COBETHI 110 3aIHTE ITU(PPOBOU PEIYTAIIUH:

1. I[logymaii, mpexkae 4yeM 4TO-TO IIyOJIMKOBaTh U IEpefaBaTh y ceOsa B Oyiore WA B
COLIMAJIBHOHU CETH;

2. B HacTpoiikax mpo¢uis yCTAaHOBU OTPAHUYEHUS Ha IIPOCMOTP TBOETO MPOMUIIA U €T0
COJIEP>KUMOTO, C/IeJIal €T0 TOJIBKO «JJIs JIpy3€eii»;

3. He pasmernaii 1 He yKa3biBail HHGOPMAIIHMIO, KOTOPask MOXKET KOr0-T1u00 0CKOPOJIATh
WJIA OOUKATD.

ABTOpCKOE IPaBo

CoBpemMeHHble IIKOJBHUKHU- AaKTUBHBIE II0JIb30BATEIU ITU(PPOBOrO MPOCTPAHCTBA.
OpHako [jajsieko He Bce 3HAKT, YTO II0JIb30BAaHWE MHOTHMH BO3MOKHOCTAMU
udpoBoro Mupa TpebyeT cobJII0/IeHUs IIPAB Ha HHTEJIEKTYTbHYI0 COOCTBEHHOCTbD.

TepMUH «UHTEJIEKTyaIbHAsA COOCTBEHHOCTh» OTHOCUTCS K PA3JIUUYHBIM TBOPEHHUAM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX H300pDETEHWH U 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh HAa NIPOJIYKThI M YCJIYTU , U 3aKaHUYMBas KHUTamu, (ororpadusmuy,
KUHOMWIBMaMH U My3bIKaJIbHBIMH IIPOU3BE/IEHUSI M.

ABTOpCKUE IIpaBa - 3TO IpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BE/IEHUS
HayKH, JIUTepaTypbl U UCKycCTBA. ABTOpPCKUE IIpaBa BBICTYNAIOT B KauecTBe rapaHTUU
TOTO, YTO UHTEJIIEKTYaIbHBIN/ TBOPUECKUH TPy aBTOPa He Oy/IeT HAalIPACHBIM, AACT eMY
CIIpaBe/JIUBblE BO3MOKHOCTU 3apaboTaTh Ha pe3yJsbTaTaX CBOETO TPYZAQ, IOJIYUYUTHh
HU3BECTHOCTH U Ipu3HaHue. HukTo 0e3 paspelieHus aBTopa He MOKeT BOCIIPOU3BOIUTD
ero IpousBefieHhe, PpaclIpoCTPaHATh, MYOJWYHO JE€MOHCTPUPOBATh, IPOJABATh,
HMIIOPTHUPOBATh, IyCKaTh B MPOKAT, IyOJIUYHO HCIIOJIHATH, IOKA3bIBATh/UCIOJIHATh B
adupe uim pa3MmeniaTts B IHTepHeTe.

Vcmosb30BaHUE «IHUPATCKOTO» IMPOTPAMMHOrO OO€eCIeYeHUus] MOXKET IPUBECTH K
MHOTHM PHCKaM: OT IOTE€PU JAHHBIX K TBOUM aKKayHTaM [0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, T7le YCTAHOBJIEHHBIN He JierajibHas mporpamma. He crout Takke 3a0bIBaTh,
YTO CYIIIECTBYET JIETAIbHbBIE U OeCIIaTHBIE IPOTPAMMBbI, KOTOPbIE MOKHO HAWTH B CETU.

O noprase

CeteBUYOK.p - TBOU TIJIaBHBIM COBETYUK B CeTU. 37eCh Thl MOXKEIIb Y3HATh O
0e30MacHOCTH B CETH IIOHATHBIM M JIOCTYIIHBIM SI3BIKOM, a TPH BO3HUKHOBEHUH
KPUTUYECKON CHUTyallid OOpaTUTHhCS 34 COBETOM. A TakXKe NPHUHATH Yy4JacTHe B
KOHKYypCax U CTaTh CaMbIM IIU(MPOBBIM IPKAAHUHOM!

IIpunoxxenue NO 3

ITamaTka njia poauresed 06 nHPOPMAITMOHHON 0€30MacCHOCTH
aereu



Omnpenenienne TepMHHA «WH(POPMAIIMOHHASA 0€30IacHOCTh JIETeH» COJIEPIKUTCA B
@enepanbHoM 3akoHe N2 436-®3 «O zamuTte gerell oT HOOPMAIUH, TPUUHUHSIONEH
Bpe/l UX 3/I0POBBI0 U PAa3BUTHIO», PETYJIUPYIOIIUM OTHOIIIEHUS, CBSI3aHHBIE C 3aIIUTOU
nereil or wHGOPMAIUK, MMPUYUHAIOINEHA BpeJ UX 3/I0pOBbI0 U (WIM) Pa3BUTHIO.
CorstacHO TaHHOMY 3aKOHY «MHGpOPMAIMOHHAsA OE30IIaCHOCTbD JIETEH» - 3TO COCTOSTHUE
3aIUINEHHOCTH, IPHU KOTOPOM OTCYTCTBYET PHCK, CBSI3aHHBIA C IPUYNHEHUEM
nHpopManed Bpeia UX 3/I0pPOBbI0 U (Wn) QU3NIECKOMY, IICUXHUYECKOMY, YXOBHOMY,
HpPaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanpHoro 3akoHa NO 436-®3 wunHbopmarue, IPUUUHAIOINIEN Bpes
37I0POBBIO U (MJIM) PA3BUTHIO JIETEH, SIBJIAETCS:

1. mHDOpMAaIHA, 3apelleHHas I/I pACIIPOCTPAHEHUsI CPETU IETEH;

2. nuadopmanys, pacmpocTpaHeHre KOTOPOU OTPaAaHUYEHO CPeJIU JleTel OIpe/ieIEHHBIX
BO3PACTHBIX KATETOPUU.

3. K mandopmarum, 3anperieHHoN sl PacipOCTPAaHEHUS CPEIH JIETENH, OTHOCUTCS

4. nHbOpManusa, noby:kaarmas JeTed K COBEPIIEHUI0 JEHCTBHUM, MPEICTABJISAIONIIX
yIpo3y WX JKU3HU W (WIH) 3/I0pPOBBIO, B T.4. IPUYUHEHHUIO BpeJla CBOEMY 370POBBIO,
caMOyOUICTBY;

5. CIOCOOHOCTH BBI3BATh y J€Ted JKeJIaHWe YIOTPeOUTh HAapKOTHYECKHEe CPEeJICTBa,
IICUXOTPOITHbIe ¥ (WIM) OJlypMaHHWBAIOINEe BEIIECTBa, TabadHble W3EIU,
AJIKOTOJILHYIO M CITIPTOCO/IEPKAIIYI0 ITPOAYKIIUIO, TUBO U HAIIUTKH, U3TOTABINBaeMble
Ha €ro OCHOBe; NMPHUHATH y4YacTHe B a3apTHHIX HUIpaX, 3aHUMATBCSA IPOCTUTYIIHEH,
OpPOJISI?KHUYECTBOM HJIU IIOIIPOIIIaHUYECTBOM;

6. 00O0CHOBBIBAWOINAS WJIM ONpaBAbIBAIONMIAA JIOMYCTUMOCTh Hacwiausad u (wim)
JKECTOKOCTH JIMOO TOOYKJAIoIas OCYIIEeCTB/IATh HACHJIbBCTBEHHbBIE JIEHUCTBUS 10
OTHOILIEHUIO K JIIOJSIM U JKUBOTHBIM;

7. OTPUIIAIONIAsA CeMeHHbIE IIEHHOCTH M (QOPMHUPYOIas HeyBaKEHUE K POJIUTENISAM U
(wm) Apyrum 4ieHaM CEMbH;

8. ompaszpIBaoIas IPOTUBOIIPABHOE ITOBE/IEHUE;
9. cojiepIKallasi HelleH3ypHYIo OpaHb;
10. coziepkanias HHGOPMAIHUIO0 TOPHOTrPapUUeCKOro Xapakrepa.

K undopmanuu, pacrnpocTpaHeHue KOTOPO OrpaHUYEHO CPeJiu JleTel ompezieJIeHHOTO
BO3pAacTa, OTHOCUTCA:

1. mHpOpMaIUs, IPe/CTaBisAeMasl B BHUie M300payKeHUsI WJIM OIHCAHUA 3KECTOKOCTH,
¢usnueckoro u (WIM) TICUXWUYECKOTO HACWIHS, IMPECTYIUVIEHHS WJIHM WHOTO
aHTHUOOIIECTBEHHOIO JEeHCTBUA;

2. BBI3BIBAIOIIAA y JleTel CTpaX, y»Kac WM MaHHUKY, B T.4. IpeJCTaBjseMas B BHUE
U300pakeHusl WU OIMCAHUA B YHIDKAWOIIEH 4YesloBeuecKoe JIOCTOUMHCTBO ¢dopme
HEHACWIBCTBEHHOU CMePTH, 3a00JIeBaHusA, CAMOYOUICTBA, HECUACTHOT'O CIy4yasi, aBApUH
I KaTacTpodbl U (MJIHM) UX MOCIIE/ICTBUH;

3. IpejicTaByseMas B BUjie N300paKeHUs WU ONMUCAHUSA MOJIOBBIX OTHOLIEHUU MEXKIY
MY?KUMHOU U JKEHII[UHON;


http://vip.1obraz.ru/#/document/99/902254151/
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4. coaeprkamana 6paHHI>Ie CJIOBA U BbIPpAXKEHUA, HE OTHOCAIITHUECA K HEHGHSYPHOﬁ 6paHI/I

C yueroMm sToro Bam mpeasararorcs mpaBusia paboThl B ceTu VIHTEPHET A1 Pa3IMYHBIX
BO3PaCTHBIX KaTeropui, cobJtozieHe KOTOPBIX MO3BOJIUT obecreunTh
nHOpMaIMOHHYI0 6€30I1aCHOCTD BAIIUX JeTEM.

OO1ue mpaBuia A1 poauTeiei

1. HesaBucumo oT Bo3pacra pebeHKa WHCIOJJb3YUTE HPOTPAMMHOE OOecCIIeueHune,
rmoMorasoiiee (GpUIbTPOBaTh W KOHTPOJIMPOBATh MHMOPMAIWIO, HO He II0JIaralTech
ITOJTHOCTBIO Ha Hero. Baille BHUMaHUe K peOeHKY - TJIaBHBIH METO/T 3aIlIUThI.

2. Ecytu Bain pebeHOK MMeeT akKayHT Ha OJJHOM U3 COITUaTbHBIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.m1.), BHUMATe/JbHO HU3y4HUTE, KAKYyID WH(GOPMAIUIO
IIOMENIAIOT €r0 YYaCTHUKU B CBOMX Npodmisax u Osorax, Bxaouass ¢ororpadum u
BH/IEO.

3. IIpoBepbTe, ¢ KaKUMHU JIDyTUMH CAaUTaMU CBSI3aH COI[UAJIBHBIN cepBHC Barero
pebenka. Crpanuuku Bamiero pebenka MoryT ObITh 6e30macHBIMH, HO MOTYT U
COZIEP>KaTh CCHUJIKU HA HeKeJlaTeJIbHbIe U OMaCHbIe CANTHI (HapuMep, MOPHOCAKUT, UIU
CalT, HA KOTOPOM JIpyT YIIOMHHAeT HOMEP COTOBOTO TesjedoHa Barero pebenka mim
Bamr qomarntHui agpec)

4. IMoompsiiTe Bamux gereit coobI1aTh 000 BCEM CTPAaHHOM WJIM OTTAIKHUBAIOIIUM U HE
CJIUIIIKOM OCTPO pearupyuTe, KOT/Ia OHU 3TO JeJaloT (M3-3a OmaceHusI MOTEPATD JIOCTYII
K VHTepHeTy JeTH He TOBOPSAT POAUTENAM O IIpobsjeMax, a TaKKe MOTYT HadaTb
HCIIOJIH30BaTh VIHTEPHET BHE JIOMa U IIKOJIBI).

5. Bynpre B Kypce ceTeBoH *ku3HU Bamiero pebenka. VIHTepecyiTech, KTO UX JAPY3bs B
W HTepHEeT Tak ke, KaK UHTepecyeTeCh peajIbHbIMU JIPY3bIMMU.

Bospacr ot 7 110 8 ner

B HTepHeTe pebeHOK cTapaeTcs MOCETUTh Te MU UHble CAUThI, a BO3MOKHO U YaThl,
paspelieHre Ha IOCEIeHHe KOTOPHIX OH He MOoJIydus Obl OT poxuteseil. IlosTomy
poauTesisiM OCOOEHHO TOJIE3HBI OyJlyT Te OT4YeThl, KOTOpbIE€ IIPEOCTABJIAIOTCS
IporpaMMaMy 10 OTPAHUYEHMI0 HCIIOJIb30BaHUA HTepHeTa, T. e. Poaurenbckuit
KOHTPOJIb WJIM TO, YTO BBl CMOKeTe YBHUJETh BO BpeMeHHbIX (aiiyiax. B pesysbrate, y
pebeHka He OyzeT OIIYIIEHUs, YTO 32 HUM BeJIETCS MOCTOSHHBIA KOHTPOJIb, OJHAKO,
poauTenu OyAyT MO-TIPEXHEMY 3HaTh, KaKHe CAUThI IOcelaeT ux pebeHOK. JleTu B
JAaHHOM BO3pacTe 00JaJ]al0T CHJIBHBIM YYBCTBOM CEMbBH, OHU JIOBEPUHBBHI U HeE
COMHeBaTcs B aBTopuTterax. OHU JIO0AT UTPATh B CETEBBIE UTPHI U IIyTEIIECTBOBATH 110
VHTEpHETY, WCIOJIb3ys BJIEKTPOHHYIO IIOYTY, 3aXOAUTh HA CAUThl U 4YaThl, He
PEeKOMeH/I0BaHHbIEe POAUTEIAMH.

CoseTsl o 6e30macHOCTH B ceTu IHTepHET /i1 AeTelt 7-8 et

1. Co3paliTe CIIUCOK JIOMAIITHUX IIPpaBWJI IoceleHus: IHTepHeTa IIpU y4acTUH JieTel U
TpeOyiiTe ero BHIITOTHEHHS.

2. TpebOyiiTe or Bamrero pebeHka coOJIIOJIEHUS BPEMEHHBIX HOPM HaXOXKIEHHUS 3a
KoMmbloTEpOM. [lokakuTe pebeHKy, uTo Bbl HaOJtoaeTe 3a HUM He IIOTOMY 4TO Bam
9TO XOUeTCs, a TOTOMY YTO BbI OecriokouTech 0 ero 6e30IMacHOCTH U BCET/Ia TOTOBHI €My
TIOMOYb.



3. Komnbrorep ¢ nosikioueHneM Kk VIHTEpHETY /TOI?KEH HaXOAUThCsS B OOIed KOMHATe
IO/l IPUCMOTPOM POUTENIEHN.

4. HCHOJ’IBEEYﬁTG Cliequa/ibHbI€ AETCKHE IIOMCKOBbIE MAIllTNHBI.

5. Mcnosnb3yliTe cpeAcTBa 6JI0KUPOBAaHUS HeKeIaTeJIbHOTO KOHTEHTA KaK /I0NIOJIHEHUe
K CTaH/IaPTHOMY PoIUTEThCKOMY KOHTPOJIIO.

6. CospaiiTe ceMEWHBIA 3JIEKTPOHHBIA SIIUK, YTOOBI HE TO3BOJIUTH JETSIM HMETH
cobCTBEHHBIE ajipeca.

7. BJIOKPIprITe AOCTYII K caiitaM ¢ OecIyIaTHBIMHA ITOYTOBBIMU AMWKaMH ¢ IIOMOIIIBIO
COOTBETCTBYIOLIET'O IIPOrpaMMHOTI0 obecrieyeHusl.

8. Ilpuyuure pnereil coBeroBaTbcA ¢ Bamu mepes omyOGIMKOBaHHEM KaKOU-JIHO0
UHPOpPMALU CPEACTBAMU 3JIEKTPOHHOW MOYTHI, YaTOB, PETUCTPALIMOHHBIX (HOPM U
npoduien.

9. Hayuure pereii He 3arpyxkaThb ailjipl, MporpaMMbl WIN MYy3BIKy 0e3 Balliero
COTJIaCHA.

10. He paspemaiiTe eTAM HCIOJIB30BaTh CJIYy:KObl MTHOBEHHOTO OOMeHa
COODIIIEHUAMU.

11. B «6esblii» CIIUCOK CAUTOB, pa3peIIEeHHBIX JIJIS ITOCEIEHHS, BHOCUTE TOJIBKO CAUTHI C
XOpOlllel pelnyTanuen.

12. He 3a0b1BatiTe GecesioBaTh C IeTbMU 00 UX JIpy3bsaxX B VIHTEpHeTe, Kak eciu Obl peyb
1T O ZIPY3bsIX B PeaJIbHOM JKU3HHU.

13. He nemaiite «taby» U3 BOIIPOCOB ITOJIOBOM JKU3HU, TaK Kak B VIHTepHETe IeTH MOTYT
JIETKO HAaTKHYTbhCSA Ha TOPHOTIPadUI0 UM CAUTHI «/1J11 B3POCIIBIX».

14. Ilpuyuure Bamero pebGeHka cooOIiaTh BaM O JIIOOBIX Yrpo3ax WM TPEBOTaXx,
cBsA3aHHBIX ¢ THTepHETOM. OCTaBaUTECh CIIOKOWHBIMU U HATIOMHUTE JIETSIM, UTO OHU B
0e30MmacHOCTH, €CJIM CaMH paccKa3ajli BaM O CBOMX TpeBorax. IloxBajure WX H
ITOCOBETYITE IOJIOUTH ellle Pa3 B MOI00HBIX CIyYasiX.

Bospacr zgeTeii oT 9 710 12 JieT

B nanHOM BO3pacTe JieTH, KaK IPaBUJIO, YKe HACJIBIIIAHBI O TOM, Kakasg MHbOpManus
cymiectByer B lHTepHeTe. CoBepllleHHO HOPMAaJbHO, YTO OHU XOTAT 3TO YBUJETH,
MPOYEeCTh, YCIBIMATh. IIpU 3TOM HYXHO IOMHHTH, YTO JIOCTYIl K HEKeJIaTeJTbHBIM
MaTepruajiaM MOJKHO JIETKO 3a0JIOKMpOBaTh HPH IOMOINM CPEACTB PoAUTEThCKOTO
KOHTPOJIA.

CoBeThlI 110 6€30IIaCHOCTH JJISA IETEH OT 9 10 12 JIeT

1. Co3zaliTe CIIMCOK JIOMAITHUX MPaBWJI MocellleHusl MHTepHET MpHU y4yacTUU JieTel u
TpeOyHTe ero BHITIOJTHEHUS.

2. TpebyiiTe oT Barero pebeHka co0110/IeHIS HOPM HaX0K/IEeHUS 32 KOMIIBIOTEPOM.

3. Habsrogaiite 3a pebeHKOM mpu paboTe 3a KOMIBIOTEPOM, MOKAKUTE €My, YTO BbI
0OeCIIOKOUTECH O €T0 OE30TIACHOCTH U BCET/IA TOTOBHI OKA3aTh €My IIOMOIITb.



4. KommblioTep ¢ mogkiatoueHueM B MIHTepHET JOKEH HAaXOIUThCSA B OOIIEH KOMHATe
IO/l IPUCMOTPOM POUTENIEHN.

5. Ucnosp3yiiTe cpesicTBa 0JIOKMPOBAHUS HEXKeJIaTeJIbHOTO KOHTEHTA KaK JIOTOJIHEHUE
K CTaH/IapTHOMY PO/IUTEThCKOMY KOHTPOJIIO.

6. He 3a0bIBaiiTe mprHUMATh HEIOCPEACTBEHHOE YUacTHe B XKU3HU pebeHka OecesoBaTh
¢ meTbMu 00 uX Ipy3bsx B VIHTepHeTe.

7. HactauBaiiTe, 4TOOBI JIETH HUKOT/IA HE COTJIAIIAJINCH HA JIUYHbBIE BCTPEUH C APY3bAMHU
o urepuery.

8. Ilo3BosAlTe [eTAM 3aXOAUTh TOJIBKO HA CAUTBI M3 «0Ee0ro» CIHCKA, KOTOPBIH
co3/1aiiTe BMeCTe C HUMU.

9. Ilpuyuurte geTell HUKOrJa He BBIAABaTh JIMYHYI0 HHQOPMAIUIO CpPEACTBAMU
BJIEKTPOHHOM IIOYTHI, YAaTOB, CHCTEM MTHOBEHHOTO OOMeEHa COOOIIEeHUsIMHU,
perucrpanyoHHbIXx (OpM, JUYHBIX OpOoUIed U IpU perucTparuyu Ha KOHKYPCHI B
HNHuTepHerTe.

10. [IpuyunTe feTel He 3arpy»kaTh MporpamMMbl 0e3 Baiero paspemierus. OObsicHUTE
UM, YTO OHU MOTYT CJIyYallHO 3arpy3WTh BHUPYChl WJIH JPyroe HeXKeaaTeJbHOe
IporpaMMHOe obecIteueHue.

11. Cospatite Bamemy peGeHKY OTrpaHUUYEHHYIO0 YUYETHYIO 3amuch JJIsi pabOThl Ha
KOMIIBIOTEDE.

12. Ilpuyumurte Barmero pebGeHka cooO0IaTh BaM O JOOBIX Yrpo3ax WM TPEBOTax,
cBsA3aHHBIX ¢ VlHTepHEeTOM. HamomHuuTe /eTsiM, 9YTO OHU B 0G€30MACHOCTH, €CJIH CaMU
pacckasai BaM O CBOMX TPEBOTAX U OIACEHUSX.

13. Pacckaxure fietsim o nopHorpaguu B UHTEepHEeTE.

14. HacramBaiiTe Ha TOM, 4YTOOBI JeTHM TMPEAOCTAB/ISUIM BaM JIOCTYI K CBOeH
3JIEKTPOHHOU MOYTE, UTOOBI BbI yOETHJIUCH, UTO OHU He O0IIAIOTCS C HE3HAKOMIIAMH.

15. OObBsACHUTE [AeTsIM, 4YTO HeJb3s WCIOJb30BaTh CeTh IS XyJIUTAHCTBA,
pacrnpocTpaHeHUs CIJIETEH WU YTPO3.

Bospacr ziereii ot 13 710 17 et

B aTOM BO3pacre moAPOCTKU aKTUBHO HCIOJIB3YIOT IIOUCKOBBIE MAIINHBI, IOJIb3YIOTCA
BJIEKTPOHHOU TIOYTOH, CJIy:kOaMH MTHOBEHHOTO OOMEHa COOOIIEHHUAMHU, CKAUMBAIOT
My3BIKy W GuiIbMbl. MasbuyuKaM B 3TOM Bo3pacTe OoJibIlle IO HPABYy CMETaTh BCE
OTPpAaHUYEHUs, OHHU IKOKAYT TrpyOdOro [IOMOpa, al3apTHBIX WIP, KAPTHUHOK «JJIs
B3pOCIbIX». JIeBOUKHU MPENOYUTAIOT OOIaThCsA B UaTax, IPU 5TOM OHU ropaszio 6osiee
YyBCTBUTEJIBHBI K CEKCyaJIbHBIM JIOMOraTesIbcTBaM B VIHTepHeTe.

3aJacTyio B JAHHOM BO3pacTe POAUTEJIAM YKe BeChbMa CJI0KHO KOHTPOJIUPOBATh CBOUX
JleTel, Tak Kak 00 VIHTepHETe OHU y)Ke 3HAIOT 3HAUUTEIBHO OOJIbIIIE CBOUX POJUTENIEH.
Tem He MeHee, He OTIycKaWTe JeTell B «CBOOOJIHOe IIaBaHHe» IO LIHTepHeTY.
CrapaiiTech aKTHBHO y4acTBOBaTh B 00IIleHNU pebeHKa B IHTEpHeTe.

BaxxHo TmO-TIpeKHEMY CTpPOro coOJoAaTh mpaBuiaa HMHTEpHET-0€301acHOCTH -
COTJIAIIIEHWE MEXIy POJUTENsIMA U JiIeThbMHU. KpoMe TOro, HeoOXOAWMO KaK MOKHO
yarre IIpocMaTPUBATh OTYETHI O JesaTeIbHOCTH JieTell B HTepHere. CietyeT oO0paTUTh



BHUMaHHE Ha HeOOXOAUMOCTh COJIepKaHHUsA POJUTEIbCKUX Iaposied (mapoJsieit
aJMHUHHCTPATOPOB) B CTPOTOM CeKpeTe M O0paTUTh BHUMAaHHE Ha CTPOTOCTh 3THUX
rmapoJien.

CoBeThlI 110 6€30I1aCHOCTH B 3TOM BO3pacTe OT 13 A0 17 JIeT

1. Co3maWTe CIHCOK JIOMAIlHUX IPaBWJI moOceleHus VHTepHeTa NpPU ydacTUH
IIOZ[POCTKOB M TpeOyliTe 06e3yCJIOBHOTO ero BhIMOJMHEHUSA. OOroBopute ¢ pebEeHKOM
CIIMCOK 3ampelieHHbIX CAauTOB («4YepHBIM CIIMCOK»), Yackl paboThl B LIHTepHeTe,
PYKOBOZICTBO 110 001ieH1I0 B IHTEepHETE (B TOM YHCJIE B YaTax).

2. KOMHBIOTep C IIOAK/JIIOYEHHEM K CEeTUu I/IHTepHeT AOJI2DKEH HaXOJUTbCA B O6III€I>JI
KOMHarTe.

3. He 3abGrniBaiiTe GecetoBath ¢ eTbMH 00 UX JIpy3bsxX B MIHTepHeTe, 0 TOM, YeM OHU
3aHATHI TAKUM 00pa3oM, OyATO pedb HUAET O IPY3bsIX B peasIbHOM ku3HU. CrparuBaiTe
0 JIIOJAAX, C KOTOPHIMHU JETHU OOINAIOTCA IOCPEACTBOM CIy:KO MTHOBEHHOTO OOMeHa
COODIIEHUAMU, YTOOBI YOETUTHCSI, UTO STU JIIOU UM 3HAKOMBI.

4. Ucnionp3yiiTe cpezicTBa OJIOKMPOBAHUS HEXKEIATETbHOTO KOHTEHTA KaK JIOMIOJTHEHHE
K CTaH/IaPTHOMY PO/IUTEThCKOMY KOHTPOJIIO.

5. Heobxomumo 3HaTh, KaKUMH 4YaTaMU IOJIB3YyIOTCA Bamm getu. IloompsiiTe
HCIIOJIb30BaHUE MOJIEPHPYEMbBIX YaTOB W HaCTaWMBalTe, YTOOBI JIETH He OOIIAIHCh B
IIPUBATHOM PeKUMeE.

6. HacramBaiiTe Ha TOM, YTOOBI JIETU HUKOI/IA HE BCTPEUINCH JIUYHO C JIPY3bIMHU U3
cetu lHTEpHET.

7. IlpumyumTe pAeTeld He BbBIJIaBaTh CBOIO JIMYHYI0 HWHMOPMAIMIO CpeAcTBaMU
DJIEKTPOHHOUW TIOYTHI, YaTOB, CHCTEM MIHOBEHHOrO0 OOMEHa COOOIIEHUSIMHU,
PETUCTPAIIMOHHBIX (OPM, JUYHBIX HTpoduield W IPHU PETUCTPAIMU HA KOHKYPCHI B
HNurepHere.

8. [IpuyunTe neTell He 3arpyKarb mporpaMmMbl 6e3 Bamero paspemierus. OObACHUTE
UM, 4YTO OHU MOTYT CJIyYalHO 3arpy3uTh BHUPYChl W JPYroe HeKeJaTeIbHOe
IporpaMMHOe obecIieueHue.

9. Ilpuyuure Bamero pebeHka coobOIIaTh BaM O JIIOOBIX yTrpo3ax WU TPEBOTaX,
cBsA3aHHBIX ¢ MIHTepHeTOM. HamoMmHuTe /eTsiM, YTO OHM B GE€30IaCHOCTH, €CJIH CaMU
pacckasayii BaM, O CBOHMX YTpO3axXx WJINU TpeBorax. [loxBajuTe WX W IIOCOBETYHTE
TIOJIOUTH €eIlle Pa3 B MOI00HBIX CITyYAsIX.

10. Pacckaxkute getsam o nmopHorpaduu B MHTepHeTe. IloMoruTte uM 3al[UTUTHCA OT
criama. HayuuTe mnOApOCTKOB He BbIZIaBaTh B LIHTepHETE CBOEro peajibHOTO
SJIEKTPOHHOI'O aJjpeca, He OTBeYaTh Ha HeXKkesaTesJbHble IIMCbMa W MCIIOJIb30BaTh
cIleriajbHble TOYTOBbIE (DUIBTPHI.

11. [Ipuyuure cebs1 3HAKOMUTHCA € CAiTaMU, KOTOPbIE IOCEMIAIOT HOIPOCTKHU.

12. HayuwnTe fieTell yBaXkaTh JPYTUX B UHTEpHETe. YOeauTech, YTO OHU 3HAIOT O TOM, UTO
MpaBUJIa XOPOIIETro MOBeAEHU AeHCTBYIOT Be3fie — Jla’ke B BUPTyaJIbHOM MUpe.

13. OObBsICHUTE JIeTSM, YTO HU B KOEM CJIyuyae HeJIb3sl HCI0Jb30BaTh CeTh JiA
XyJIUTAHCTBA, PACIIPOCTPAHEHU CIJIETEH WX YTPO3 APYTUM JIIOJAM.



14. O6CYI[I/ITe C IIOAPOCTKaMH l'IpO6JI€MI:-I CETEBbIX a3apPTHBLIX HUID U HX BO3MOXKHBIHN
PHUCK. HaHOMHI/ITe, YTO AETHU HE MOTYT UI'PATb B OTHU UT'PbI COIJIACHO 3aKOHY.

[TocTOsTHHO KOHTpOJIUpYHTEe HCIOab30BaHue HHTepHeta Bamum pebenkom! to He
HapylleHue ero JIMYHOTO IPOCTPAHCTBA, a Mepa IPeJOCTOPOKHOCTUA U IIPOSBJIEHUE
Bamreit poauTeIbCKON OTBETCTBEHHOCTU U 3a00THI.
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