MeToanuyeckre peKOMeHaanumu
0 pazMelieHuM Ha THPOPMAITMOHHBIX CTEHaX, O(PUITNATIBbHBIX
MHTEPHET-calTax 1 APYyrux nH(POpMaIMOHHBIX pecypcax
001Ie00pa3oBaTe/IbHbIX OPraHUu3auil U OPraHoB,
OCYIIECTB/IAIOINNX yIIpaBjaeHue B chepe oopasoBaHus,
nH@oOpMaIU O 06€30IIACHOM IMOBEIEHUH U UCIOJIb30BAHUU CETHU
«AAHTEepHET»

OkcriepraMu U wieHaMu Bpemennoit kommccun CoBera ®enepanuul 10 pasBUTHIO
“HOPMANMOHHOTO 00IIIecTBa B paMKaX BBITIOJIHEHUS PEKOMEH IAI[Uil mapIaMeHTCKUX
CIyNIaHUU «AKTyaJbHbIE BOIPOCHI obecreueHUs1 O0e30MacHOCTH U Pa3BUTHSA JeTed B
MH(GOPMAIIMOHHOM ITPOCTPAHCTBE», KOTOphIe mponutu B CoBete Peneparuu 17 anpesist
2017 T., ObUIM pa3paboTaHbl METOAMYECKHE PEKOMEHJAIUU O pa3MeIleHHH Ha
MHQOPMAIIMOHHBIX  CTE€H/IaX, OQUIUAIBHBIX  HWHTEPHET-CAUTaX U  JPYTHUX
UHPOPMAIIMOHHBIX pecypcax o001eo0pa3oBaTeIbHBIX OpPraHU3aliii W OPraHoB,
OCYIIECTBJIAIONINX yIIpaBjeHne B cdepe obpazoBanus, nHdopmanuu o 6e30IMacHOM
IIOBEJEHNN W WCIOJb30BaHUM ceTH «VIHTepHeT» (masmee - MeTOAHMYECKHE
PEKOMEeH/IaIHN).

Metoauueckrie pPeKOMEH/AIlid HaIlpaBJeHbl HAa KAauyeCTBEHHOE TOBBIIIEHUE YPOBHS
MHGOPMAIIMOHHOH JIeSITEIPHOCTH 00I[e00pa30BaTeIbHbIX OPraHU3alMid U OPraHOB,
OCYIIIECTBJISAIONINX yIpaBjieHue B cdepe 0oOpa3oBaHUs, B YacTU HH(POPMHPOBAHUSA
yJanuxcsi, UX pojiuTesel (3aKOHHBIX MPE/ICTABUTEJIEN) U MeAarOTUYECKUX PAOOTHUKOB
00 OCHOBHBIX aclieKTax HHGOPMAIMOHHON 6€30IIacHOCTH.

MeTtoiyeckrie peKOMeHJaly I03BOJIAT 00Ieo0pa30BaTeIbHBIM OpPraHU3alUAM |
opraHaM, OCYIIECTBJISIIOIIIUM yIIpaBjeHue B cdhepe 00pa3oBaHUsA, AaKTYaTU3UPOBATH YIKE
HCIIOJIb3yEMBIE U Pa3MellleHHbIE MHPOPMAIlOHHBIE MaTEPUAJIBI, TAK U TTOATOTOBUTH UX
B CJTydae UX OTCYTCTBHS C yUETOM JIYUIIIHX TPAKTUK U PEKOMEH/IaIiiH.

B pamkax MeTo/imuecKUX peKOMeHJalui pacCMaTPUBAIOTCA CJIeIyIOIe UHCTPYMEHTHI:
1. ”"HOPMAIMOHHBIE CTEH/bI;
2. opuruanbHble NHTEPHET-PeCypPChI;

3. cpeacTBa MaccoBor MHGopManuu (IIIKOJIbHBIE Ta3€Thl, IeIarOTHYeCKue U3IaHuA U
ApYTHE).

Nudopmanuonusie crenabl Ha nHpOpMAIOHHBIX CTeHIaX B 0011e00pa30BaTeIbHbIX
OpraHu3aIiaX, PACIOJIOKEHHBIX B (olie yUpek/IeHH U B KaOHMHeTaX, OCHAI[€eHHBIX
MIEPCOHAILHBIMHU YCTPOHCTBAMM JJISI BBIXOZa B ceTh «lVIHTEepHeT», pPEKOMEHAyeTCs
pa3MecTuTh WH(POPMAIMOHHBIE TAMATKH, COJEPIKAIEe OCHOBHBIE COBETHI IO
obecrnieueHUI0 THOOPMAITMOHHON 6€30IMaCHOCTH yJaIIHXCs.

B mpuoskernm N21 K METOTUYECKUM PEKOMEHAIUAM MPeACTaBJIeH 0Opasel] maMaTKU
JUI pa3dMellleHus Ha UH(QOPMAIIMOHHBIX CTEH/1aX.

CpenctBa MaccoBod wuH@opmamuu B cpeacrBax maccoBodl — mHboOpMaIumy,
OPUEHTHUPOBAHHBIX Ha O0O0y4amoIIuxcs, peKOMeHJyeTcsd B TeueHHH ydeOHOro roja
peryJisipHoO ImyOJMKOBaTh MHMOPMAIMOHHBIE MaTepPUAJIbl, MOCBAIIEHHbIE OTAEeIbHBIM



acrektaM WHGOPMAIMOHHON 0e30MacHOCTH, a TaKKe pasjIMyHble MaMITKHA OOIIero
XapakTepa.

B cpencrBax wmaccoBoi uWHGpOPMaNWH, OPHUEHTUPOBAHHBIX HA I€JarOTUYECKYIO
OOIIIECTBEHHOCTh, PEKOMEHJIyeTCsI B TEYEeHHWU KaJeHJApHOTO ToJila PETYJIAPHO
myOJIMKOBaTh MHGOPMAIMOHHBIE MAaTepUaJIbl, IOCBSAIIEHHBIE OT/EJIbHBIM acIleKTaM
nHGOPMAIMOHHOM 6e30macHOCTH KaK HEeCOBEPIIIEHHOJIETHHX, TaK u
00111e00pa30BaTeIbHBIX OPTraHU3AIUM, a TakKe pa3jIndHble MaMATKH, 0030phI
HOPMATHBHO-IIPABOBOTO  PEryJIMPOBaHUA JaHHOW cdepbl u HHGOPMAIHUIO O
aKTyaJIbHBIX MEPOIIPUATHUAX U COOBITUAX B JAHHOH cdepe.

B xome mpomemenuss EmmHOro ypoka mno Oe3omacHocTH B ceTu «LVIHTEpHET»
pEKOMeHIyeTCs O00EeCIIeYUTh BBIMYCK TEMAaTHUYECKOTO BBIITYCKA CPEACTBA MacCOBOU
nHdopmanuu b0 cepuu myOIUKAIUH, CPE/IH KOTOPBIX PACCMOTPETh OPraHU30BaHHBIE
MEpPOIPUATUS JUIsT OOyJaroIUXCs, X POJuTesed (3aKOHHBIX IIPeJICTABUTENIEN) U
TeJIarOTUYecKoU 00IIEeCTBEHHOCTH.

Odunuanbabie HNHTepHeT-pecypcsl O611e06pa3oBaTeIbHBIM Opra’Hu3anysam
pekoMeHayeTcsi Ha CBOMX oduuuasbHbIXx HTepHeT-pecypcax obecnedyuTb
(pyHKIMOHUpOBaHHE  CaMOCTOATEJIIBHOTO U CHEe[UAJIM3UPOBAHHOTO  paszen
«HpopmarnioHHas 6€30MacHOCTh», B paMKax KOTOPOTO IMPElyCMOTPETh pa3MellleHre
caenyoner nHhopMaIum:

dopmar
Ne Paznen/moapasnen npeacTaBJIeHus Conep:kanue maTepuajion
MaTepHuaJioB
Pasmematorcs Konuu JTOKYMEHTOB, T.€.
CKAaHUPOBAHHBIA BapHaHT JOKYMEHTA,
JlokanbHbIe COOTBETCTBYIOIIUKA  TpeOOBaHUSIM K
HOpPMAaTHUBHBIE aKThl B napameTpam CKaHHUPOBAHMSIL.
1 chepe obecrieuennst Komum nokymeHToB Pasmemarorcs JIOKYMEHTBHI,
" uH(bOPMaLMOHHON B (hopmare *PDF pErIaMEHTHPYIOLME  OpPraHU3aluil |
0e30macHOCTH paboTy ¢ TepCOHANBHBIMH JIaHHBIMH,
o0yyalIMIoMMXCs IUTAHBl MEPOIPHUATHI 1O 0OecrneueHuto
MH(POPMALMOHHOM 0e3omacHOCTH
00yyJaroumxcs u apyrue.
[TyOnukyroTCsl akTyallbHbIE CBEACHUS 00
(benepanbHBIX u pEruOHAITbHBIX
3aKOHAaX, MUChbMax OPraHoB BJIACTH U
IpyTue HOPMaTHUBHO-TIPABOBBIC
, HopmamusHoe Konun JIOKYMEHTHI, periiaMeHTHpyIolHE
| perymapoanme HOKyMeHT;)B B | obecrieueHue UH(GOPMaLOHHON
dopmate *PDF 0€30MacHOCTH  HECOBEPIICHHOJICTHHX.
JlomyckaeTcsi BMECTO KONUM pa3MelaTh
TUIEPCCBUIKM  HA  COOTBETCTBYIOLIUE
JOKYMEHTBI ~ Ha  CalTax  OpraHoOB
rocyJapCTBEHHO BIacTH.
3. Ilemarormueckum TekcT Ha crpanuie | Pasmemarorcs METOJTUUECKUEC




paboTHUKaM caiita Konuu | pekoMeHmanuu u YKa3bIBACTCS
JIOKYMEHTOB B | undopmanus 0 MEPOIPUATHSIX,
¢dopmare *PDF MIPOEKTaxX u IporpaMmax,
HaIpaBIEeHHBIX Ha MOBBILICHHE
nH(POPMAIIMOHHOMH IPaMOTHOCTH
Nearorn4eckux paboTHUKOB.
Pa3memaercs nH(pOpMaIMOHHAS
namatka  (mpwioxenue  Ne2) wm
Ka3bIBACTCA uHpopManus 0
4. | ObOyuaromumcs Tez< CT Ha CTpatHiie zdepOHpI/IHTI/IHX, (Eprc))eK;Iax u
caifra
porpamMmax, HaIlpaBJIEHHBIX Ha
MOBBILICHHE nH(pOPMAaLOHHOU
IPaMOTHOCTH O0YyYarOIIUXCS.
Ponutensim (3akOHHBIM
Texcr Ha crpanune | Pazmemaercs nH(pOpMAITMOHHAS
5. | mpencraBUTEINAM) .
cairta namsTka (mpuioxxkenue Ne3).
0o0yyJaronmxcs
Pa3memaercs uHdopManus 0
6 Herckue  Ge3omacHbie | TekcT Ha cTpaHUIE | PEKOMEHAYEMBIX K HCIOJB30BAHUIO B
" | caliTel canra yueOHOM Tporecce Oe30MacHbIX caiTax,
OaHHepbl O€30MaCHbBIX IETCKUX CalTOB.

OpraHam, OCYIIECTBJIAIOIINM yIIpaBjieHUe B cdepe oOpa3oBaHUsA, peKOMeHJlyeTcsd Ha
cBoux odunuasbHblx  HTepHeT-pecypcax  obecrneunTh  (PYHKIMOHUPOBAHHE
CaMOCTOATEJIBPHOTO U CHe[UaJU3UPOBAHHOIO  pa3zen «apopmannonHasa
0e30IacHOCTh», B paMKaxXx KOTOPOTO IIPEyCMOTPETh pa3MeIIeHHe CJIeAYIOIen
nHpoOpManuu:

IIpunoxenue N21

ITamarTka
IS OOy4Jarommxcsa 00 nHPOPMAITMOHHOM 0€30IMacCHOCTH AeTen

HEJIb34

1. Bcem moapsza coobmaTh CBOIO YacTHyI mHMopmaruio (HacTosmye uMs, ¢haMUIIHIo,
TesiepoH, azpec, HOMEP IIKOJIbI, a Tak:Ke poTorpaduu CBOU, CBOEH CEMbHU U JIPY3€ei);

2. OTKpBIBaTh BJIOKEHHBIEe (alIbl 3JIEKTPOHHOU TIIOYTHI, KOIZla He 3Haellb
OTIIPABUTEJIS;

3. I'pybuts, npugupaTbcs, OKa3bIBaTh /aBjieHUE — BeCTH cebs HeBeXJIUBO U
arpeccuBHO;

4. He pacmnopspkaiicsa JeHbraMu TBOEH ceMbH 0e3 paspelleHus CTapIinxX - BCerjga
cIpalunBai poguTesnen;

5. He Bcrpeualica ¢ VHTepHeT-3HAKOMBIMH B peajlbHOM KU3HU - IIOCOBETYHCA CO
B3POCJIBIM, KOTOPOMY JIOBEPSEIIb.




OCTOPOKHO

1. He Bce mumyt npasay. Yutaems o cebe HellpaBay B VIHTepHEeTe — cO00IIM 00 3TOM
CBOUM POJTUTEJISIM WJIA OTIEKYHAM;

2. [TpursamarT IepenuchIBaThCA, UTPATh, 0OMEHUBATHCS - TPOBEPH, HET JIU MIO/IBOXA;
3. HezakonHoe konmpoBaHue (aiyioB B IHTepHETE - BOPOBCTBO;
4. Becerpa pacckaspiBail B3pOC/IBIM O IIPOOJIeMax B CETH - OHU BCETZ[a IIOMOTYT;

5. Wcnonp3yit HaCTpOUKM 0e30macHOCTA U IMPUBATHOCTU, YTOOBI HE IOTEPATH CBOU
AKKAyHTBI B COIICETAX U JIPYTUX OPTAIaX.

MOZKHO

1. YBaXkail IpyTux Moib30BaTesei;

2. [Tonp3yernibes: IHTEPHET-UCTOYHUKOM - /IeJIall CChUIKY HA HETO;
3. OTKpBIBaH TOJIBKO T€ CCHLIKH, B KOTOPHIX YBEPEH;

4. O0mmaThCsA 3a MOMOIIBIO B3POCBIM - POJUTEIH, ONIEKYHBI U aJIMUHUCTPAIUs CAliTOB
BCer/ia IIOMOTYT;

5. Ilpoiimm oOyueHue Ha calite «CeTeBUUYOK» M IIOJIy9Hd TMAaCIOPT ITU(HPOBOTO
rpaxxzganuHal

IIpusnoxenue N° 2

HNuadopmanmnoHHaA MaMATKA /IS O0yYaIONINXCS I pa3sMelleHusA
Ha opunuaabHbIX UHTEpHET-pecypcax

C KaXK/IbIM TOZIOM MOJIO/IEXKU B MHTEPHETE CTAHOBUTHCS OOJIBIIE, 8 IIKOJILHUKHU O/THU U3
caMbIX aKTUBHBIX IT0JIb30BaTesiell Pynera. Mexy TeM, IOMHUMO OTPOMHOTO KOJIMYECTBa
BO3MOJKHOCTEH, MHTEDHET HeceT W IpobJsieMbl. DTa IaMsATKA [J0JKHA IIOMOYb Tebe
0e30I1acHO HaXOAUTHCA B CETH.

KoMmnproTepHble BUPYCHI

KommnbpioTepHBINT BUpPyC - 3TO Pa3HOBUJHOCTb KOMIIBIOTEPHBIX IIpOrpaMm,
OTJIMYUTEILHOU O0COOEHHOCTBIO KOTOPOU fABJIsIeTCA CHOCOOHOCTh K Pa3MHOXKeHHI0. B
JIOTIOJTHEHNE K 3TOMY, BHPYCHl MOTYT HOBPEIUTH WU IOJIHOCTHI) YHUUTOXKUTH BCE
daiiel U AaHHBIE, TOAKOHTPOJIPHBIE II0JIB30BATEI0, OT HMEHH KOTOPOTro ObLia
3almyIeHa 3apak€HHas IPOrpaMMa, a TaKKe IOBPEAUTh WM JaXKe YHUUTOXKUTH
OIIEpAIlOHHYI0 CHCTEMY CO BceMHu ¢aiyilaMd B IeJIOM. B OOJBIIMHCTBE CJIy4yaeB
pacnpoCcTpaHAITCA BUPYChl Uepe3 UHTEPHET.

MeTopp! 3alIUThI OT BPEAOHOCHBIX TPOTPAMM:

1. cnonp3yil coBpeMeHHbBIE OIlepalluOHHBbIE CUCTEMBI, UMEIOIIINE CEPhE3HBIN YPOBEHD
3alUTHI OT BPEIOHOCHBIX IIPOTPaMM;

2. TlocrossHHO ycTaHaBIWBai nautu (Iu¢poBble 3arIaTKHA, KOTOPble aBTOMAaTUYECKU
YCTAaHABJIUBAIOTCA C II€JIBI0 JOPAaOTKH IPOrpaMMbI) W JAPyrHe OOHOBJIEHUs CBOEU



omnepanuoHHON cucTeMbl. CKaumBall UX TOJIPKO C O(PUIIMAIBHOTO calTa pa3zpaboTumka
OC. Ecnu cyiiecTByeT peskKUM aBTOMATHYeCKOTO OOHOBJIEHHSI, BKJIIOUHU €T0;

3. PabGotaii Ha cBOeM KOMIIBIOTEPE 110 ITpaBaMU I10JIb30BaTE/IA, a HE a/IMUHHUCTPpAaTOpAa.
ATO HE IO3BOJIUT 6OJ'II>H.II/IHCTBy BPEAOHOCHBIX ITPOTPAMM HHCTAJIJIMPOBATHCA HA TBOEM
IIEPCOHAJIPHOM KOMIIBIOTEDE;

4. lcrionb3yii aHTUBUPYCHBIE ITPOTPAMMHBIE ITPOJIYKThI U3BECTHBIX ITPOU3BOUTEIIEH, C
aBTOMaTHUYECKUM OOHOBJIEHUEM 06a3s;

5. Orpanuus GU3NIECKUH JOCTYI K KOMIIBIOTEPY /IJIs1 IOCTOPOHHUX JIUII;

6. Mcnosp3yii BHeIlIHUE HOCUTEIU WHGPOPMAIUY, Takue Kak (Jielika, JUCK win (aiia
U3 UHTEPHETA, TOJIbKO U3 PO epEeHHBIX HCTOUHUKOB;

7. He OTKpBIBall KOMIIBIOTEPHBIE (PAILJIbI, ITOJyYeHHbIE U3 HEHAJIEKHBIX MCTOYHUKOB.
Jaxe Te dailbl, KOTOpble IPHUCIal TBOU 3HAKOMBIN. JIydllle yTOUHU y HETO, OTIIPABJIAI
JI1 OH Tebe Ux.

Ceru WI-FI

Wi-Fi - 570 He BUJl Ilepeiauu JaHHBIX, HE TEXHOJIOTHs, a BCETO JIUIIL OpeH/, MapKa.
Eme B 1991 rogy HujepJsaHACKas KoMIaHus 3aperucrpupoBaia opers « WECA», uro
oboszHauasio cimoBocodyeTanue «Wireless Fidelity», korTopwlii mepeBoguTcs Kak
«0ecIpoBOHAS TOUHOCTH ».

Jlo Hamero BpeMeHH jolnuia apyras abOpeBuaTypa, KOTOpas SBJSETCA TaKOU Ke
TexHoJsiornei. dto abopeBuarypa «Wi-Fi». Takoe Ha3BaHHe OBLIO JaHO ¢ HAMEKOM Ha
CTAHJAPT BHICHINU 3BYKOBOM TexHUKH Hi-Fi, uTo B mepeBojie 0O3HAYaeT «BBICOKAS
TOYHOCTB>.

Jla, OGecIuIaTHBIM MHTEPHET-AO0CTYN B Kade, OTeJIAX U a3pPONopTaxX ABJISAETCA OTIUUHOU
BO3MOXKHOCTBIO BBIXOZIa B UHTepHeT. HO MHOTHE BSKCHEPTHI CUHUTAIOT, YTO
obmeoctymabie Wi-Fi ceTr He sIBIAIOTCSA O€30MacHBIMU.

CoBetbl 10 6e3011acHOCTH paboTe B 0OIIEAOCTYIHBIX ceTsax Wi-fi:

1. He mepenaBaii cBowo JMuHYyH HHpopManuioo udepe3 obmenoctymHable Wi-Fi certu.
PaboTasi B HUX, JKeJIaTeJIbHO He BBOJIUTH IIAPOJIU JI0CTYIIA, JIOTUHBI U KaKHe-TO HOMepa;

2. Vcniosib3y#i ¥ OOHOBJISI aHTUBUPYCHBIE IPOTPaMMbI U OGpaHiMayep. TeM caMbIM ThI
obe3ormacuIb cebst OT 3aKauyK{ BUPYyca Ha TBOE YCTPOUCTBO;

3. IIpu wucnosbzoBanuu Wi-Fi otriroun ¢dyHknumio «OO6muil moctyn Kk daiiam u
npuHTtepam». JlaHHasg QYHKIUA 3aKpbhITa II0 YMOJYAHUIO, OJHAKO HEKOTOpbIe
MI0JIb30BaTEIN AKTUBUPYIOT €€ 1 y/I00CTBa UCII0Ib30BaHUSA B paboTe Wiu yueoe;

4. He ucnonb3yii mybosmmunsiii WI-FI 11 mepemauu JTUYHBIX JJAHHBIX, HAIIPUMED JJIA
BBIX0/1a B COLIMAJIbHbIE CETU UJIN B 3JIEKTPOHHYIO IIOUTY;

5. Nmosnb3y# ToJibKO 3amuineHHoe coenuHeHue yepe3 HTTPS, a ne HTTP, T.e. mpu
Habope BeO-aspeca BBOAU UMeHHO «https://»;

6. B wmoOwibHOM TestedoHe OTKIOuN GyHKnHoo «Ilogkimoyenne k  Wi-Fi
aBTOMaTHUUYecKu». He /omyckail aBTOMaTHYECKOTO MOAKIIOYEHHS YCTPOUCTBA K CETSIM
Wi-Fi 6e3 TBoero corsacus.



COHI/IaJ'IbeIe ceTu

CorrasibHbIE CETH aKTUBHO BXOMST B HAIIY JKHU3Hb, MHOTHE JIIOAU PA0OTAIOT U JKUBYT
TaM IOCTOSTHHO, a B Facebook y»ke 3aperucTpupoBaH MUJLTHAD]] YETIOBEK, UTO SIBJISIETCS
OJTHOM CelbMOM BceX JKHUTeJeH IUTaHeTbl. MHOTHE MOJIb30BaTe/I HE MOHUMAIOT, YTO
uHpopMaIs, pa3MellleHHass UMH B COLMAIbHBIX CETSIX, MOKET OBbITh HaljeHa U
HCII0JIb30BaHa K€M YTO/IHO, B TOM YFCJIE He 00s13aTeIbHO ¢ 6J1ariMU HaMepPEeHUsIMHU.

OCHOBHBIE COBETHI IO OE30ITaCHOCTH B COIIMAJIbHBIX CETAX:

1. OrpaHuyb CHOUCOK Jipy3eil. ¥ Tebs B APYy3bsIX He JOKHO OBITh CIyYaNHBIX U
HE3HAKOMBIX JIIOZIEN;

2. 3amuinai CBOIO YaCTHYIO Ku3Hb. He ykaspiBail maposiu, TesedoHbl, afpeca, AaTy
TBOET0 POXKJEHUA U APYIyI0 JWYHyl0 HHQOpManuioo. 3JIOYMBIIUIEHHUKA MOTYT
HCIIOJIb30BaTh Jlake WHGPOpPMAIIUI0 O TOM, KaK Thl U TBOU POAUTENU IIAHUDPYETE
IIPOBECTU KAHUKYJIBI;

3. 3amuiai CBOI0 PeIyTaIyio - IEPKU €e B YMCTOTE U 3a71aBail cebe BOIpoc: XOTest Obl
ThI, YTOOBI JPYTHE TOJIH30BATENIHN BUEIIU, YTO ThI 3arpy»kaemrb? [loymait, mpexzae 4em
YTO-TO OMYOJIMKOBATh, HATIUCATH U 3aTPy3UTh;

4. Ecsim ThI TOBOpUIIIB C JIIOJIbMU, KOTOPBIX He 3Haelllb, He UCII0JIb3yH CBOE peayibHOe
UM U JPYTYIO JUUHYI0 HHQOpMaLUU: UM, MECTO KUTEJIbCTBA, MeCTO y4ebObl U ITpoyee;

5. N36eraii pasmemienus pororpaduii B UHTEpHETE, T/I€ THI N300pa’KEeH HA MECTHOCTH,
10 KOTOPOH MOKHO OIIPEJIEJIUTh TBOE MECTOIIOJIOXKEHUE;

6. IIpu perucrpanuu B COIUAIIBHOU ceTU HEOOXOAVMO UCHOJIb30BaTh CI0KHbIE I1apOJIH,
cocrostye u3 OyKB U udp U ¢ KOJTUIECTBOM 3HAKOB He MeHee 8;

7. JIJIs1 COMaIbHOM CeTH, TIOUTHI M PYTUX CAUTOB HEOOXOIUMO HCIIOJIB30BATh PA3HBIE
naposu. Torga ecyiu Te6s B3JIOMAIOT, TO 3JI0YMBIIIUIEHHUKH IOJIyYaT AOCTYII TOJIBKO K
OZJTHOMY MecCTy, a He BO BCe cpaay.

AJIeKTPOHHBIE JIeHbI'U

JJIEKTPOHHBIE JEHBI'M — 3TO OYEHb yAOOHBIN CIOCOO IIaTexkeH, OHAKO CYIEeCTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT IOJIYYUTh 3TH JIEHBTH.

SﬂeKTpOHHI)Ie J€HbI' IIOABUJIMCb COBCEM HeJaBHO M MMEHHO H3-3a 3TOI'O BO MHOI'MIX
roCcyaapCTBax a0 CHUX IIOP HE IIPOIIMCAaHO IIPO HHUX B 3aKOHAaX.

B Poccuu xe OHHM (PYHKIIMOHUPYIOT M O HHUX YK€ IPOIMCAHO B 3aKOHE, IJie WX
pa3aessioT Ha HECKOJIBKO BHOB - aHOHUMHbBIE U He aHOHUMHbIe. Pa3HuIla B TOM, 4TO
QHOHUMHBIE - OTO T€, B KOTOPBIX pas3peliaeTcsi IMPOBOAUTH omepanuu 0e3
UIEHTU(PUKAIUN TI0JIb30BaTENs, a B HEAHOHUMHBIX HAEHTU(GUKAIIMUA TI0JIb30BaTEIIS
ABJsIeTCS 00513aTeIbHOM.

Taxoke ciefyeT pasinyarh 3J€eKTPOHHBIE (puaTHbBIe JleHbI'U (PaBHBI IOCYZapCTBEHHBIM
BAJIIOTAM) U 5JIEKTPOHHBIe HepuaTHBIE IeHbIY (He paBHBI TOCYIaPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 110 6e30MacHOM paboTe ¢ 3JIEKTPOHHBIMHU JIEeHbI'aMU:



1. [IpuBsKM K cueTy MOOWIBbHBIN TejieOH. ITO caMbIil yAOOHBIH U OBICTPHIN CIIOCO0
BOCCTAaHOBHTH JIOCTYI K cueTy. [IpuBsA3aHHBIN Tesie)OH TTOMOKET, eCJIH 3a0y/1enb CBOH
IUIATEXKHBIHM MapOJIh UK 3aUIEIh HA CAalT C HE3HAKOMOTO YCTPOMCTBA;

2. Mcnosb3y# o/iHOpa3oBble maposu. Ilociie mepexosa Ha YCHUJIEHHYI aBTOPHU3AIUIO
Tebe y:ke He Oy/ieT yrpokaTh OIIaCHOCTh KPayKU WJIH IepexBaTa IJIaTesKHOTO apoJis;

3. BeiOepu cioxkHBIH maposib. IlpecTynmHuKamM OyseT He IPOCTO YraJilaTh CJIOKHBIN
nmapoJib. HajziexkHble mapojii — 9TO IIapOJid, KOTOPbBIE COZlep>KaT He MeHee 8 3HAaKOB U
BKJIIOYAIOT B ce0SA CTPOUYHBIE W IMPONIHCHBIE OYKBBI, IIU(PPHI U HECKOJBKO CHMBOJIOB,
TaKue KaK 3HaK JjoJu1apa, GyHTa, BOCKJINIIATEeIbHBIN 3HAK U T.1. Hampumep, StROng!;;

4. He BBOAM CBOM JINUHBIE JAHHbBIE HA CaﬁTaX, KOTOPBIM HE J0BEPAECHIDb.
SHeKTpOHHa}I IIOHTA

OJIeKTPOHHAA IIOYTa — 3TO TEXHOJIOTUA U IIPeJOCTaBJIsAeMble €0 YCIYTH 10 IepeCchlIKe
U TIOJIyYE€HUIO 3JIEKTPOHHBIX COOOIIEHUM, KOTOPbIe PaCIpeAesIsIoTCs B KOMIIBIOTEPHOM
cetn. OOBIYHO BJIEKTPOHHBIM TOYTOBBIA AIIUK BBIMJIAAUT CIEAYIONUM 00pa3oM:
HUMs_T0JIb30BaTeIA@UMA_JIoMeHa. Takke KpoMe Iepe/ilauul IPOCTOTO TEKCTA, UMeeTCs
BO3MOXKHOCTB Ilepe/IaBaTh (PauIbl.

OCHOBHBIE COBETHI 10 O€30IIaCHON PaboTe € 3JIEKTPOHHON TOYUTOM:

1. Hazo BbIOpaTh mIpaBUJIBHBIA TOYTOBBIN cepBHC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD
0eCILUIATHBIX IMOYTOBBIX CEPBHUCOB, OJIHAKO JIYYIIE JIOBEPATH TEM, KOIO 3HAEIlb U KTO
TIEPBbIN B PEUTHHTE;

2. He ykaspIBail B INYHOU MOYTE JIMYHYIO MHGOpManuio. Hanpumep, jrydiiie BEIOPATh
«MY3BIKaJIbHBIU__(haHAT@» WJIN «POK2013» BMecTO «TeMal3»;

3. Mcnob3y#l ABYXATAIIHYI0 aBTOPHU3AIUIO0. DTO KOTJ]a IOMUMO MapoJjisi HY?KHO BBOJIUTD
KO/JI, IpUChLIaeMbIi 110 SMS;

4. Bpibepu cJI0KHBIM maposib. 1A KaXKJIOTO IOYTOBOTO AIIHUKA JOJDKEH OBITh CBOM
Ha/IeXKHBIH, YCTOMYUBBIN K B3JIOMY IapOJIb;

5. Eciin ecTh BO3MOXKHOCTh HamKCaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCHOJIB3YH 3Ty
BO3MOXKHOCTD;

6. Vcnonb3yll HECKOJIBKO IOYTOBBIX AMIMKOB. IlepBbIM 11 4aCTHOU IIEPENUCKU C
azpecaTaMu, KOTOPBIM ThbI JI0BepPselllb. DTO 3JIEKTPOHHBIN afijpec He HaJl0 UCII0Ib30BATh
IIpU perucrpanuu Ha Gpopymax U cauTax;

7. He oTkpbIBaii paiiyibl U JIpyTHe BJIOXKEHUS B MHChMAaX Ja)Ke €CJIUd OHU IMPHUILIA OT
TBOUX Jipy3el. JIydllie yTOUHU Y HUX, OTIIPABJISJIN JIM OHU Tebe 3TU (aiiyibl;

8. Ilocsie okoHuaHusi pabOTHI HAa IOYTOBOM CEpPBHCE IE€pef] 3aKPBITUEM BKJIAIKU C
caiiToM He 3a0y/[b HAXKaTh HA « BRIITH».

KubepOy UTHHT I BUPTYaJIbHOE U3/IEBATETHCTBO

KubepOyisimHr — TIpecyieflOBaHUE COOOIEHUsIMU, COAEPKAIUMH OCKOPOJIeHUs,
arpeccuio, 3aIlyTHBaHUe; XYyJIMTAaHCTBO; COLHAJIbHOE OOUKOTHPOBAaHHE C ITOMOIIBIO
Pa3IUYHBIX HHTEPHET-CEPBUCOB.



OcHOBHBIE COBETHI IT0 OOPHOE ¢ KNOEPOYJITUHTOM:

1. He Opocaticsa B 60i. JIyummuii cmioco0: OCOBETOBAThCS Kak cebsl BECTU U, €CJIM HET
TOT'0, K KOMY MOKHO OOPaTUThCS, TO BHAUAJIE YCIIOKOUTHCA. EC/IH ThI HAUHEIIh OTBEYaTh
OCKOpOJIEHUSIMHU Ha OCKOPOJIEHHS, TO TOJIBKO ellle 00JIbIle Pa30skKIKelllb KOH(MIIUKT;

2. YpasJisaii cBoel kubeppelyTaiuen;

3. AHOHUMHOCTh B CE€TH MHHUMAas. CYIJ_IGCTBYIOT CIIOCOOBI BBIACHUTDH, KTO CTOHT 3a
AHOHHMHBIM aKKayYHTOM;

4. He cTrouT BecTu XyJIMraHCKUI 00pa3 BUPTYAJIbHOM KU3HU. VITHTepHET (GUKCHUPYET BCe
TBOM JIEWCTBUS U COXPAHAET UX. YJAIUTh UX OyZeT KpaliHe 3aTPYAHUTEIHHO;

5. CobJtro/1ait CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. UrHopupyii eauHUYHBIN HeraTuB. OJHOPa30BbIE OCKOPOUTEIBHBIE COOOIIEHUS
JIydiiie urHopupoBaTh. OOBIYHO arpeccus MpeKpanaeTcs Ha HaYaJIbHOU CTauu;

7. Ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUSMH, B COITUATIbHBIX
CeTSIX eCTh BO3MOXKHOCTh OJIOKUPOBKY OTIIPABKH COOOIIEHUH ¢ OIIPEe/IEIEHHBIX aJ[PECOB;

8. Ecmu THI cBuzmerens KubepOy/utnHTa. TBOM JIEHCTBUS: BBICTYIIUTH ITPOTHUB
IpecJie/ioBaTesisA, IOKa3aTh €My, 4YTO €ro JIeMCTBUS OIEHUBAKOTCS HETraTHBHO,
MIOJZIEP?KATH JKEPTBY, KOTOPOH HYKHA IICHXOJIOTHYECKAS IOMOIIb, COOOIUTH B3POCIBIM
0 aKTe arpecCUBHOTO MOBEJIEHUS B CETH.

Mob6wibHBIH TesiehOH

CoBpemeHHble cMapT¢OHBI U IUIAHIIETHI CcOAep:KaT B cebe BIOJHE B3POCJIBIN
¢dyHKIIMOHAJ, W Temepb OHH MOTYT KOHKYpPHUPOBaTb CO CTallMUOHAPHBIMU
komIibioTepaMu. OJTHAKO, CPEACTB 3AIUTHI JJIs1 IIOJIOOHBIX YCTPOMCTB ITOKa OYE€Hb MAJIO.
TecTupoBaHUe U TOUCK YSI3BUMOCTEN B HUX IMPOUCXOAUT HE TaK MHTEHCUBHO, KaK JIJIsd
ITK, To ke caMmoe KacaeTcss 1 MOOMJIbHBIX TPUJIOKEHUH.

CoBpemeHHbIE MOOWJIbHBIE Opay3epbl ViK€ IPAKTUYECKH JOTHAJIM HACTOJIbHBIE
aHaJIOTH, OJTHAKO paclIupeHue (PyHKIIMOHAIA BI€YET 32 COOOM OOJIBIIYIO CJIOKHOCTD U
MEHBIIIYIO 3aIUIIEHHOCTb.

Z[a)'IeKO HE BCE IIPOHN3BOANTEJIN BBIITYCKAIOT O6HOBJI€HI/IH, 3aKpbIBAKOIi€e KPUTHYECKHE
YA3BUMOCTHU JJIAA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JJIA 0e30ImacHOCTH MOOUJIBHOTO Te)Ie(l)OHaZ

1. Huuero He sABJseTCA MO-HACTOSAIMIEMY OecIIaTHBIM. ByZib OCTOpDOXKEH, BeAb KOTraa
Tebe mpeziaraloT 6eCcIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHUe-TO TIATHBIE
YCIyTH;

2. Jlymaii, npexze ueM otnpaButb SMS, ¢oTo win Busieo. Thl TOUHO 3HAEIIb, I7le OHU
OyAyT B KOHEUHOM UTOTE?

3. HeoO6xomumo 0OHOBJISTH ONEPAIIIOHHYIO CHCTEMY TBOETO cMapT(OHa;

4. Vlcnonp3yit aHTUBUPYCHBIE IPOTPaMMBI /IJ1s1 MOOMJIBHBIX Te1e(OHOB;



5. He 3arpy>1<a1‘/’1 IIPUJIOXKEHHA OT HEM3BECTHOT'O NCTOYHHUKA, BEAb OHU MOTYT COAEPKATb
BPEAOHOCHOE IIPOrpaMMHO€E o6ecnequI/Ie;

6. ITocie TOTO KaK ThI BBIMEIIb C CAlTa, T/I€ BBOAWII JIMYHYI0 WH(POPMAIHIO, 32U B
HacTpoIiKu Opaysepa U yaajau cookies;

7. Illepuoguuecku MpoBepsi Kakye MJIaTHBIE YCIIyTH aKTUBUPOBAHbBI HA TBOEM HOMEPE;

8. JlaBaii cBOM HOMeEp MOOMJILHOTO Tejie)OHA TOJIBKO JIIO/ISIM, KOTOPBIX ThI 3HAEIh U
KOMY JIOBEPSIEIIIb;

9. Bluetooth mosxeH OBITH BHIKJIIOUEH, KOTZIAa Thl UM He II0JIb3yellbcs. He 3abbiBait
WHOT/Ia ITPOBEPSATH 3TO.

Online urpsr

CoBpeMeHHble OHJIAUH-UTPBl - 3TO KpAacouyHble, 3axBaThIBAIOIINE pa3BJleueHus,
00'beUHSAIONINE COTHU THICSY YEJIOBEK 10 BceMy MUPY. VITPOKH HCCIEAYIOT JaHHBIA UM
MHp, O0IIAIOTCA APYT C JIPYTOM, BBITIOJIHAIOT 33J]JaHUs, CPa’KAIOTCA ¢ MOHCTPaAaMH U
MOJIyYalOT OMNBIT. 3a YJOBOJILCTBUE OHU IUIATAT: IOKYHAKT /JUCK, OIUIaYUBAIOT
a0OHEMEHT WU MIPUOOPETAIOT KAKUe-TO OMIIHH.

Bce aTtu cpezcrtBa uAyT Ha IOAJep:KaHUME U pa3BUTHE UIPHI, a TaKKe Ha CcaMy
0e30MacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMBI aBTOPHU3AI[UH, BBIIIYCKAIOTCSA HOBBIE ITATYN
(rmudpoBble 3a1IaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B I'IO]_IO6HBIX HUIpax CTOUT oOIacaTbCAd H€ CTOJIBKO CBOHX COIIEPHHKOB, CKOJIBKO KpaXXHu
TBOETIO I1ap0Jid, Ha KOTOPOM OCHOBaHa CHCT€Ma aBTOpHU3allhU OOJIBIINHCTBA urp.

OCHOBHBIE COBETHI IO OE30IIACHOCTH TBOETO HUTPOBOI'O aKKayHTa:

1. Ecsti gpyroii urpok BezieT cebs MI0X0 WU co3/aeT Tebe HEMPUATHOCTH, 3a0JI0KUPYU
€ro B CIIMCKE UTPOKOB;

2. Ilokasyiica aAMUHUCTpATOpaM Wrpbl Ha IIJIOX0€ IIOBEJIEHUE 5TOr0 UIPOKa,
JKeJIaTesJIbHO NMPUJIOKUTh KaKHe-TO JI0Ka3aTe/IbCTBA B BU/IE CKPUHOB;

3. He ykaspiBaii inuHyo uHpopMaIuo B npodaiisie Urpsi;
4. YBaxkaul Ipyrux y4YaCTHUKOB II0 UTPe;

5. He ycranaBnuBat HeodunimaabHble IaTId U MOJIbI;

6. Mcnosip3yli cj10:KHBIE U Pa3HbIE IAPOJIH;

7. Jlaxke BO BpeMs WUTIpHlI He CTOUT OTKJIIOYATh aHTUBUpYC. [Ioka Thl urpaelb, TBOU
KOMIBIOTEP MOTYT 3apPa3UTh.

OUIIUHT WX Kpaxa JIMYHbIX TaHHBIX

OOBIYHOMI I{paﬁ{ef/i AcHEer U JOKYMEHTOB CE€rogHd y>K€ HHKOI'O H€ yJAWuBHIIIb, HO C
Pa3BUTUEM I/IHTepHeT-TeXHO)IOI‘I/II‘/JI 3JIOYMbBIIIIVIEHHUKH IIEPpEMECTU/INCh B MHTEPHET, U
IPpOAOJIZKAIOT 3aHNMATbCA «JTFOOMMBIM » A€JIOM.

Tak nosiBu1Iach HOBas yrposa: UHTEpHET-MOIIEHHNYECTBA UJIN (I)I/IIIII/IHI‘, I'JiaBHaA 1eJIb
KOTOPOro COCTOUT B IIOJY4YECHUU KOH(l)I/IZ[eHI_II/IaJIbeIX JaHHBIX II0JIb30BaTeIel —



JIOTUHOB ¥ napoJieii. Ha anriuiickoMm si3bike phishing untaercs kak pummuHr (ot fishing
— pBIOHAs JI0BJIA, password — MapoJib).

OcHOBHBIE COBETHI 110 6OpPHOE ¢ PUITHHTOM:

1. Cirtemn 3a CBOMM aKKayHTOM. EcjM ThI IIOJ03peBaelllb, YTO TBOsS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIUTh aJIMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKOPEE;

2. Ucnonp3yit 0Oe3omacHble BeO-cCalThl, B TOM 4YHCJIe, WHTEPHET-MarasuHoB U
MTOUCKOBBIX CHCTEM;

3. Hcnonp3yii ciiokHBIE U pa3Hble mapoyu. Takum ob6pas3om, eciu TeOsA B3JI0MAIOT, TO
3JI0yMBIIIJIEHHUKH TIOJIyYaT JOCTYII TOJIHKO K OZJHOMY TBOEMY IMPOMUIIIO B CETH, a HE KO
BCEM;

4. Ecyiu Te0s1 B31OMasu, TO He0OXOAUMO IIPEIyIIPEINTDh BCeX CBOMX 3HAKOMBIX, KOTOPHIE
nm00aBjieHbI Y TeOS B JIPY3bsX, O TOM, UTO TebOs B3JIOMaJIi W, BO3MOYKHO, OT TBOETO
“MeHH Oy/1eT pacChIaThCs CIIaM U CCHUIKU Ha (PUIITUHTOBBIE CAUTHI;

5. YcraHoBH HajieskHbIN 11apostb (PIN) Ha MOOMIBHBIN TetedOH;
6. OTKIIIOUM cOXpaHEeHHe ImapoJisi B Opaysepe;

7. He oTkpbiBail aiiyibl U JIpyryue BJIOXKEHUSA B MHUCbMaX Jla’ke ecjId OHU MPUIILIN OT
TBOUX Jipy3el. JIydllle yTOUHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3Tu (aiiibl.

Hudposas pemnyranus

[Mudposas permyramnus - 3T0 HETATUBHAS WU MO3UTUBHAs HHMOpPMAIUS B CeTH O Tebe.
Komnpomerupyromaa nHpoOpManus pasMelleHHas B UHTEPHETE MOKET CepPbe3HbIM
00pa3oM OTpasuThCs HA TBOEH peasibHOU ku3HU. «[[udpoBas pemyranus» - 3TO TBOU
UMUK, KOTOPBIU (popmupyeTcs 3 nHGopManuu o Tede B MHTEPHETE.

TBoe MecTO JKHUTeJIbCTBa, yueObl, TBOe (UHAHCOBOE IIOJIOKEHHE, OCODOEHHOCTH
XapaKTepa U PaccKasbl 0 OJIM3KHX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue noAPOCTKHU JIETKOMBICJIEHHO OTHOCSITCA K ITyOJIMKAIIAY JIMYHOU HHGOPMAIIUH B
HHTEpHETE, HE TIOHUMAs BO3MOXKHBIX MTOCAeACTBUM. ThI 1aske HE CMOXKEIb I0TaflaThCsl
o ToM, uTo potorpadusi, pasMelleHHas 5 JIeT Ha3aJl, cTajla IPUYHUHONU OTKa3a IPUHATH
Tebs1 Ha paboTy.

KomMmeHnTapuu, pasmelneHue TBoux ¢oTorpaduil W Apyrue JeHCTBUS MOTYT He
HMCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl UX yAaIUIb. Thl HE 3HAEIIb, KTO COXPAHUI 3TY
nHOpManuio, momaja JU OHAa B IOWCKOBBIE CHCTEMBI M COXPAaHWIACh JIU OHA, a
[JIaBHOE: UTO MOJyMalT O Tebe OKpy»Karollee JIIOAU, KOTOpble HAUAYT U YBUJAT 3TO.
Haiitu uHdopMaIumo MHOTO JIET CILyCTSI CMOKET JII000M - Kak u3 J0OpbIX NO0OYyKAeHUH,
TaK ¥ C HAMepeHUueM NPUUUHUTH Bpel. ITO MOKET ObITh KTO YTOHO.

OCHOBHBI€ COBETHI 10 3aIUTE NUPPOBON penmyTauu:

1. [Togymaii, mpexkae 4yeM 4To-TO IyOJIMKOBaTh U IepefaBaTh y cedsa B Oyiore WId B
COILIAJILHOM CETH;

2. B HacTpolikax mpo¢uis YCTAHOBU OTPAHUYEHHS Ha IIPOCMOTP TBOETO ITPOQUIIS U €ro
COJIEP?KUMOTO, C/IeJIal €T0 TOJIBKO «JIJISI IPY3€ei»;



3. He pasmernaii u He ykaspiBaii HHGOPMAIHUIO, KOTOPas MOYKET KOro-JI1060 0CKOPOJISAThH
WJIA O0UKATh.

ABTOpCKOE IPaBO

CoBpeMeHHbBIE IITKOJBHUKHA- AKTUBHBIE II0JIb30BATENU ITU(MOPOBOTO MPOCTPAHCTBA.
OmHako Jajieko He Bce B3HAIT, YTO II0JIb30BAHWE MHOTHUMH BO3MOXKHOCTSIMU
rdpPoBOro Mupa TpedyeT COOTI0eHHs IPaB Ha HHTEJJIEKTYJIbHYI0 COOCTBEHHOCTb.

TepMHUH «HWHTEJUIEKTyaJIbHAasA COOCTBEHHOCTh» OTHOCHUTCS K Pa3IUYHBIM TBOPEHUAM
YeJIOBEUYECKOTO yMa, HauWHAsA C HOBBIX H300peTeHWN U 3HAKOB, 0003HAYAIOIINX
CcOOCTBEHHOCTh Ha IPOJAYKTHI U YCJYTH , U 3aKaHYMBasA KHUTAMH, QoTorpadusMu,
KUHODMIbMaMH U My3bIKAJIbHBIMH ITPOU3BENEHUSIMU.

ABTOpCKHE IIpaBa - 3TO IpaBa Ha MHTEJUIEKTYAJIbHYIO COOCTBEHHOCTh Ha ITPOU3BE/€HUS
HAyKH, JIUTepaTypbl U UCKyccTBa. ABTOPCKHE IIpaBa BBICTYNAIOT B KauecTBe rapaHTUU
TOTO, YTO UHTEJUIEKTYAIbHBIN/TBOPUECKUU TPY/, aBTOPA He Oy/IeT HAIIPACHBIM, JIACT EMY
CIIpaBe/JIUBble BO3MOKHOCTU 3apaboTaTh Ha pe3yJsbTaTaX CBOETO TPYZAd, IOJIY4YUTHh
HU3BECTHOCTH U Ipu3HaHue. HUKTo 6e3 pa3pelieHus aBTopa He MOKET BOCIIPOU3BOIUTD
ero TMpOu3BeJieHNe, PacIpOCTPAHATh, MYOJUYHO JEeMOHCTPUPOBATh, IIPOJABATh,
MMIOPTUPOBATh, MyCKATh B MPOKAT, MYOJIUYHO HCIOJIHATH, TOKA3bIBATh/UCIOIHATH B
adupe unu pa3meiars B IHTepHeTe.

Vcmosb30BaHUE «IIUPATCKOTO» IPOTPAMMHOrO OOeCIeYeHUus MOXKET IPUBECTH K
MHOTHUM PHCKaM: OT IOTEPU JAHHBIX K TBOMM aKKayHTaM /10 OJIOKUPOBKU TBOETO
YCTPOMCTBA, I7le YCTAHOBJIEHHBINA He JierajibHasA nporpamma. He cTouT Takke 3a0bIBaTh,
YTO CYIIIECTBYET JIETAIbHbBIE U OeCIIaTHBIE IPOTPAaMMBbI, KOTOPbIE MOKHO HAWTH B CETU.

O nopraie

CeteBUYOK.p - TBOU TIJIaBHBIM COBETYHUK B CeTU. 37ech Thl MOXKeIIb Y3HAThb O
0€30IMIaCHOCTH B CETU IOHATHBIM M JIOCTYIHBIM SI3BIKOM, a IPU BO3HUKHOBEHHUU
KPUTUYECKON CHUTyallud OOpaTUTHhCSA 34 COBETOM. A TakXKe NPHUHATH Yy4YacTHe B
KOHKYpCax U CTaTh CaMbIM IU(POBBIM IPKJAHUHOM!

IIpunoxenue N2 3

ITamaTka aj1a poauresed 06 nHPOPMAITMOHHON 0€30MacHOCTH
aereu

Omnpeniesienne TepMuHaA «HH(pOpPManWOHHAss 0e30MacHOCTh JEeTel» COAEPIKUTCA B
®enepanpHoM 3akoHe NO 436-DP3 «O 3ammuTe gerei oT mHDOPMAIUY, TPUUNHSIOIIEN
Bp€/l X 37I0POBBIO U Pa3BUTHUIO», PETYJIUPYIOIIUM OTHOIIEHUS, CBI3aHHbIE C 3AIIUTON
nered OoT wH@OpPMANUK, MPUIUHAOINIEH BpeJ UX 3J0pOBbI0 W (WIM) Pa3BUTHIO.
CorslacHO TaHHOMY 3aKOHY «HMH(MOPMAIMOHHAsI 6€30MMacCHOCTh JeTel» - 3TO COCTOSTHUE
3AIUIIEHHOCTH, TPHU KOTOPOM OTCYTCTBYeT PHUCK, CBS3aHHBIM € IpPUUYMHEHHUEM
nHdopmanuel Bpefia ux 3710pOBbI0 U (1K) GU3UIECKOMY, ICUXUIECKOMY, JYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHUIO.

B cuny ®enepanbHoro 3akoHa NO 436-P3 wundopmaruel, TpUUUHAIOIIEH Bpef
3710POBBIO U (MJIN) PA3BUTHIO JIETEH, SBIISIETCS:

1. uHdopMaIus, 3anpelleHHas AJj1d pacIpoCcTPaHeHUs CPeU IeTel;
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2. nH(opManus, pacmpocTpaHeHHe KOTOPOH OTPaHUYEHO CPEJIU JIeTeH OIpe/leIEHHBIX
BO3PACTHBIX KAaTETOPHUH.

3. Kuadopmanuu, 3anpemieHHOM Jjis paCIPOCTPAHEHUA Cpeau JeTel, OTHOCUTC:

4. naopManus, MoOyaarmas JeTell K COBEPIIEHUI0 JEHUCTBUM, MPEACTaBIIAIONINX
yIpoO3y WX JKU3HU W (WIH) 3/I0pPOBBIO, B T.4. IPUYMHEHHUIO BpeJla CBOEMY 370POBBIO,
CaMOYyOHHCTBY;

5. CIIOCOOHOCTb BBI3BATH Y JIETEU >KeJaHUE YHOTPeOUTh HAPKOTHYECKUE CPEJICTBA,
IICUXOTPOITHbIe ¥ (WIM) OJlypMaHHWBAIOINEe BEIIECTBA, TabadHble W3AEUA,
AJIKOTOJIBHYIO M CIIMPTOCO/IEPKAIIYI0 IPOAYKIIHIO, IIMBO U HAIIUTKH, U3TOTaBINBaeMbIe
Ha €ero OCHOBe; IIPUHATH yYacTHE B a3apTHBHIX HIpaX, 3aHHUMATbCS IIPOCTUTYIIUEH,
OpOASKHIUYECTBOM WJIM IIOITPOIIAHUYECTBOM;

6. 00OCHOBBIBAIOIAS WJIM OIpPAaBAbIBAKOINAA JOIYCTUMOCTh Hacwiusd u (wim)
’KECTOKOCTH JIMOO MOOy:Kaaiomias OCYIIECTBIATh HACHUIbCTBEHHBIE JIEHCTBUA IO
OTHOIIIEHUIO K JIIOJAM U KUBOTHBIM;

7. OTPHUIIAIONIASA CeMeHHbIe IeHHOCTH W (GOPMHPYIOIIAs HEeyBaKEHHE K POJUTENSAM U
(w1m) APyrUM 4iIeHaM CEMbH;

8. ompaBppIBatoIIas MPOTUBOIIPABHOE MIOBEJIEHUE;
9. cofieprKallas HelleH3yPHY0 OpaHb;
10. cojziepekalas nH@opmMaIuio mopHorpadruyeckoro xapakrepa.

K uadopmaruu, pacmpocTpaHeHHe KOTOPOU OTPAHUYEHO CPEJIU JETEN ONPEeeTIEHHOTO
BO3pacTa, OTHOCUTCA:

1. mHpOpMAIU, IIPeCTaBIsieMasl B BHU/ie U300pasKeHUs WJIM OIHCAHUA KECTOKOCTH,
¢usnueckoro u (WIM) TICHXMYECKOTO HACWIHS, IMPECTYIUVIEHHSA WJIM WHOTO
AHTHOOIIECTBEHHOIO IeHCTBHA;

2. BBI3BIBAIOIIAA y JleTeld CTpaX, y»Kac WIM MAaHHUKY, B T.4. IpeJcTaBjseMas B BHUJE
U300pakKeHus WM OIKMCAHUSA B YHIDKAOIIEH 4YeJI0BeUeCKOe JIOCTOMHCTBO ¢dopme
HEHaCHUJIHCTBEHHOU CMePTH, 3a00JIeBaHMsA, CAMOYOHUICTBA, HECUACTHOTO CJIydasi, aBapuu
WIN KatacTpodbl U (MJIM) UX MOCIIE/ICTBU;

3. mpejcTaBsseMasi B BUie U300paKeHUs WU OIUCAHUS MOJIOBBIX OTHOIIEHUH MEXKITY
MY>KYUHOU U KEHIITUHOU;

4. coeprkainas OpaHHbIE CJIOBA U BBIPAXKEHUsI, HE OTHOCAIIMECS K HelleH3YPHOU OpaHu.

C yuetrom sToro Bam npeasararorcs mpaBusia paboTsl B ceTu VIHTEPHET A1 Pa3IMYHBIX
BO3DACTHBIX  KaTeropui, coOJIIOZleHNe  KOTOPBIX  ITO3BOJIUT  OOECIeduTh
UH(GOPMAIIMOHHYI0 6€30ITaCHOCTD BaIIIUX JIETEMH.

OO1ye mpaBwWIa JUIS POAUTEIEH

1. HesaBucumo oT Bo3pacra pebeHKa WUCIOJb3YUTE HPOTPAMMHOE OOecCIleueHune,
rmoMoraroiee (GpUIbTPOBaTh W KOHTPOJIMPOBATh MHMOPMAIMIO, HO He II0JIaralTech
ITOJIHOCTBIO Ha Hero. Baille BHUMaHUe K peOeHKY - TJIaBHBIH METO/T 3aIIUThHI.



2. Ecsiu Bainn pebeHOK UMeeT aKKayHT Ha OJTHOM M3 COIMaTbHBIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.11.), BHUMAaTeJbHO H3YYHUTE, KaKyld HWHOOPMAIHIO
ITIOMEMAI0T €r0 YYaCTHHUKH B CBOUX NMpOdwiaAx u OJioraxX, BriIwdas ¢ortorpadpuu u
BU/IEO.

3. IIpoBepbTe, ¢ KaKUMHU JAPYTHMH CalTaMHU CBsI3aH COIIMAJIBHBIA cepBHC Barero
pebenka. CrpaHuuku Bamero pebeHka MOryT OBITH 0O€30IIaCHBIMU, HO MOTYT U
COJlep>KaTh CCHUIKYM HA He)KeJaTeJIbHbIe U OMacHble CAUThl (HampuMep, HOPHOCAUT, UJIN
CalT, HA KOTOPOM JIpyT YIIOMHHAeT HOMEP COTOBOTO TesjedoHa Barero pebenka mim
Bamm momanHuii agpec)

4. IMoompsitTe Bamux geteit coobmaTh 060 BCeM CTPAaHHOM WJIM OTTUTIKUBAIONIUM U HE
CJIMIIIIKOM OCTPO PearupyuTe, KOTZA OHHU 3TO AenaroT (U3-3a OMACEHU TOTEPATH TOCTYII
K VHTepHETy /IeTH He TOBOPAT POJUTENAM O MpobJieMax, a TaKKe MOTYT Hayarh
HCII0JIb30BaTh VIHTEPHET BHE JIOMa U IIKOJIBI).

5. Bynbre B Kypce ceTeBol »ku3HH Bamiero pebenka. VIHTepecyiTech, KTO UX JAPY3bs B
W HTepHeT Tak ke, KaK HHTepecyeTeCh pealbHbIMU JIPy3bIMMU.

Bospacr ot 7 1o 8 ner

B uTepHeTe pebeHOK cTapaeTcsl MOCETUTh Te WM UHbIE CAUTHI, a BO3MOXKHO U YaThl,
paspelieHre Ha IOCElleHHe KOTOPHIX OH He MOoJydmsa Obl OT poxuteseil. IlosTomy
poAUTENSAIM OCOOEHHO TIIOJIe3HBI OyJyT Te OTYeThl, KOTOPBIE IIPEIOCTABIISIOTCS
IporpaMMaMu [0 OTPAaHUYEHUI0 MCHOJIb30BaHuA VIHTepHeTa, T. e. Popurenbckuil
KOHTPOJIb WJIM TO, YTO Bbl CMOKeTe YBHUJIeTh BO BpeMeHHbIX (daiiyiax. B pesysbrate, y
pebeHKa He OyZeT OIIyIIeHUs, YTO 32 HUM BeJIeTCA IMOCTOSTHHBIM KOHTPOJIb, OJTHAKO,
poauTenu OyAyT MO-TIPEXHEMY 3HaTh, KaKWe CAUThI IOcelmaeT ux pebeHOK. JleTu B
JAHHOM BoO3pacTe 007aJIal0T CUJIBHBIM YYBCTBOM CE€MbH, OHHU JIOBEPUMBBI U He
COMHeBawTcA B aBTopurerax. OHU JI00AT UTPATh B CETEBbIE UTPHI U IIyTellIeCTBOBATH 10
VHTEpHeTy, WCIOJIb3ysl BJIEKTPOHHYIO IIOYTY, 3aXOJAUTh HA CAUTBl U 4YaThl, He
peKOMeH/I0BaHHbIE POJUTEISAMH.

Cogertbl 110 6e30macHOCTH B ceTu VIHTEpHET /714 AeTel 7-8 et

1. CozpaiiTe CIMCOK JOMAIIHUX MIPaBUJ HoceleHus VIHTepHeTa IpU y4acTUU JieTed U
TpeOyITE ero BHITIOJTHEHUA.

2. Tpebyiite oT Bamiero pebenka coOJrofieHUsI BPEMEHHBIX HOPM HaXOXJIEHUS 34
koMmnbioTepoM. [TokaxkuTe pebeHKy, YTo Bbl HabII07a€TE 32 HUM He MOTOMY 4TO Bam
9TO XOYeTCs, a IOTOMY YTO BbI GecriokonTech 0 ero 6e301acHOCTH U BCET/Ia TOTOBBI MY
IIOMOYb.

3. Komnbiotep ¢ noskioueHueM Kk VIHTEpHETY JIOI?KeH HAaXOAUThCS B O0Iell KOMHATe
10/l IPUCMOTPOM POJAUTETIEN.

4. I/ICHOJIBSYIL/'ITG Cliequa/ibHbI€ AETCKHE IIOMCKOBbIE MAllTNHBI.

5. HCHOHBSYﬁTe CpeacCTBa 6JIOKI/IpOBaHI/IH HEXelaTeJIbHOT'O KOHTEHTAa KaK JOIIOJIHEHHE
K CTaHAAapTHOMY POZ[I/ITeJIbCKOMy KOHTPOJIIO.

6. CozmaiiTe ceMeHHBIA 3JIEKTPOHHBIA SIIHK, YTOOBI HE TMO3BOJIUTH JETSIM HMETH
coOCTBEeHHBIE ajipeca.



7. BHOKHPYﬁTe AOCTYII K caiitaM ¢ OecIJIaTHBIMH ITOYTOBBIMU AMWKaMH C IIOMOIIIbBIO
COOTBETCTBYIOIIETO ITPOTPAMMHOTIO obecrieyeHus.

8. Ilpuyuure pereli coBeTOBaThcs ¢ Bammu mepes omyOJHMKOBaHUEM KaKOM-JIMOO0
nHGOpPMAIIUN CPEJICTBAMU 3JIEKTPOHHOU IOYTHI, YAaTOB, PETUCTPAIUOHHBIX (GOpM H
npoduien.

9. Hayumre pmereili He 3arpy:kaTb (ailpl, MporpaMMbl WJIN MYy3BbIKy Oe3 Balllero
COTJIACHS.

10. He paspemaiite aAeTAM HCIOJb30BaTh CIYKObI MTHOBEHHOTO oOMeHa
COOOIIEHUAMMU.

11. B «0eJIpIii» CIMCOK CANTOB, pa3peIIeHHbIX JIJIA MOCEIIEHN s, BHOCUTE TOJILKO CANTHI C
XOPOIIIeH peryTaluen.

12. He 3a0pIBaliTe OecesioBaTh C IeTbMU 00 UX JIpy3bsaxX B VIHTepHETe, Kak eciu Obl peub
1IJIa O JIPY3bsX B PeasIbHOU KU3HU.

13. He genaiite «Taby» 13 BOIPOCOB MTOJIOBOM »KU3HU, TaK Kak B VIHTEpHETe /IeTH MOTYT
JIETKO HAaTKHYTbHCA Ha IIOPHOIPA(UIO UJIN CAUTHI «/JI B3POCIIBIX».

14. Ilpuyuurte Barmero pebGeHka cooO0IaTh BaM O JIIOOBIX Yrpo3ax WM TPEBOTaX,
cBsA3aHHBIX ¢ IHTepHeTOM. OCTaBalTECh CIIOKOMHBIMH U HAIIOMHHUTE JIETSIM, UTO OHU B
06e30macHOCTH, €CJIM CaMU paccKasajd BaM O CBOMX TpeBorax. IloxBaiwre uX u
ITIOCOBETYUTE MOJOUTH ellle Pa3 B MO00HBIX CITydJasX.

Bospacr zgereit oT 9 710 12 JieT

B nanHOM BO3pacTe AeTH, KaK MPaBUJIO, y:Ke HAC/IBIIIAHBI O TOM, Kakas UH(popManusa
cymectByer B VHTepHeTe. CoBeplIEHHO HOPMA&JIBHO, YTO OHHU XOTAT 3TO YBUJETH,
IIpOYeCThb, YCaAbImIaTh. IIpu 3TOM HY:XHO MOMHUTB, YTO JIOCTYIl K HeXKeJIaTeJIbHbIM
MaTepuajiaM MOKHO JIerKO 3a0JI0KMpOBaTh HPH IOMOIIM CPeACTB PoamTesnbcKoro
KOHTPOJIA.

CoBeTnI 110 0€30IaCHOCTH JIJIsA AE€TEH OT 9 JI0 12 JIET

1. Co3paiiTe COMCOK JIOMAIIHUX MPaBWJI IocellleHUsA VHTepHET IpU yYacTUU JeTel U
TpeOyITE €ro BHITIOJTHEHUA.

2. TpeOyiiTe oT Bamrero pebeHka coOTIOIEHIS HOPM HaXO0XK/IEHUS 32 KOMITBIOTEPOM.

3. Habsromaiite 3a pebeHKOM mpu paboTe 3a KOMIBIOTEPOM, MOKAXKUTE €My, YTO BBl
OecrioKouTeCh 0 ero 6€30TaCHOCTU U BCET/Ia TOTOBBI OKa3aTh €My ITOMOIITb.

4. KommnbioTep ¢ nogkiatoueHueM B MIHTepHeT J0KeH HaxOAUThCSA B 00IIel KoOMHAaTe
T10J] IPUCMOTPOM POJUTETIEN.

5. Wcniosnip3yiiTe cpesicTBa 0JIOKMPOBAHUSA HeXKeJIaTeJIbHOTO KOHTEHTA KaK JIONOJIHEHNE
K CTaHZIapTHOMY PouTeIbcKOMy KOHTPOJIIO.

6. He 3a06pIBaiiTe nprHUMATh HETIOCPEACTBEHHOE YUacCTHe B )KU3HU pebeHKka OeceZ0BaTh
¢ leTbMU 00 UX Apy3bax B IHTepHeTe.

7. HactauBaiiTe, 4TOOBI JIeTU HUKOT/IA HE COTJIAIIAJINCH HA JIMYHbBIE BCTPEUH C APY3bIMU
o Murepuery.



8. Ilo3BossiiTe AeTAM 3aXOAUThb TOJIBKO Ha CalThl U3 «0eyoro» CITMCKa, KOTOprfI
cosz:aﬁTe BMeCTe C HUMMU.

9. Ilpuyuyure pgereli HHUKOTZAa He BBIJAaBaTh JIMYHYI0 HHMOPMAIIHIO CPEICTBAMH
BJIEKTPOHHOM IIOYTHI, YaTOB, CHCTEM MTIHOBEHHOTO OOMEHa COOOIIEHUSIMHU,
perucrpanyoHHbIX (GOpM, JUUYHBIX ONpOouIed U IpPU PErucTparud Ha KOHKYPCHI B
HNuTepHerTe.

10. IIpuyunTe feTeil He 3arpy:KaTh MporpaMmbl 6e3 Barero paspemrenusi. OGbsCHUTE
UM, YTO OHU MOTYT CJIyYalHO 3arpy3uTh BHUPYCHl WU JPYyroe HeXXelaTeJbHOe
IporpaMMHOe obecIleueHue.

11. Cospatite BamemMy peGeHKy OTrpaHUUYEHHYIO YUYeTHYIO 3amuch Jisi paboThl Ha
KOMIIBIOTEDE.

12. Ilpuyuure Bamero pebGenHka cooOmiaTe BaM O JIIOOBIX Yrpo3ax WM TPEBOTAX,
cBsA3aHHBIX ¢ VlHTepHEeTOM. HamomHuTe /eTsiM, YTO OHU B 0GE€30IACHOCTH, €CJIH CaMU
pacckasai BaM O CBOMX TPeBOTax U OIaCeHUsX.

13. Pacckaxure netam o nopHorpadum B IHTEpHETE.

14. HacrauBaiiTe Ha TOM, 4YTOOBI JIeTU TPEJOCTABISIM BaM JOCTYI K CBOeH
3JIEKTPOHHOM IOYTE, YTOOBI BBl YOETHJ/INCh, YTO OHU He ODOIIAIOTCSA ¢ HE3HAKOMITAMHU.

15. OOBsACHUTE JeTsAM, UTO HeJb3sA WCIOJb30BaTh CeTh ISl XYyJIMTAHCTBA,
pacmpocTpaHeHuUs CIUIETEH WIH YTPO3.

Bospacr zieteii ot 13 710 17 €T

B sTOM BO3pacre mOAPOCTKM aKTUBHO HCIOJIB3YIOT IIOUCKOBBIE MAIINHBI, OJIb3YIOTCH
BJIEKTPOHHOU TIOYTOH, CIIy:kKOaMH MTHOBEHHOTO OOMEHa COOOIIEHHAMHU, CKAUUBAIOT
My3bIKy U GuiabMbl. MajpuyukaM B 3TOM Bo3pacTe OoJibllle IO HpPaBy CMeTaTh BCE
OTpPAaHUYEHUs, OHHU IKAKAYT TIpy0dOro OMOpa, a3apTHBIX WIP, KaPTUHOK «JJif
B3pOCJIBIX». JIEBOUKH MPEAIIOYNTAIOT OOIIATHCA B YaTax, IIPU STOM OHH ropaszio 6osee
YyBCTBUTEJIBHBI K CEKCYaJIbHBIM JIOMOTaTeJIbcTBaM B VIHTepHeTe.

3avacTyio B JAaHHOM BO3pacTe POAUTEJIAM yKe BeCbMa CJI0KHO KOHTPOJIUPOBATh CBOUX
neTel, Tak Kak 00 lIHTepHeTe OHHU y:Ke 3HAIOT 3HAUUTEIBHO OOJIbIIIe CBOUX POAUTENE.
Tem He MeHee, He OTHycKaiiTe aeTell B «cBoOOJHOe IyIaBaHUe» 1O IHTepHeTy.
CrapaiiTech aKTUBHO y4acTBOBaTh B 00II[eHNU pebeHKa B IHTEpHeTe.

BaxkHO TmO-TIpe:kHEMY CTporo coOsofarth mpaBuia MHTepHET-0€30mMacHOCTH -
corJIallleHHe MeXKIy POJMTENISIMA U JIeThbMH. KpoMe TOro, HeoOXOAWMO KaK MOXKHO
yarre IIpocMaTPUBaTh OTYETHI O JesaTeIbHOCTH JieTell B HTepHete. CietyeT oO0paTUTh
BHUMAaHHE Ha HEOOXOAUMOCTh COJIEPKAHUA POAUTEIbCKUX Taposiell (mapoJsiei
aJIMUHUCTPATOPOB) B CTPOTOM CeKpeTe W O0paTuTh BHUMAHWE HA CTPOTOCTb 3TUX
rmapoJien.

CoBerTbl 110 6€30ITaCHOCTH B 9TOM BO3pacTe OT 13 10 17 JIeT

1. CozpaiiTe CcHUCOK JIOMAITHUX IIpaBWJ mHocelleHUss VHTepHeTa IpU y4yacTUHU
MIOZIPOCTKOB U TpeOyliTe 0e3ycIOBHOTO ero BbINOJIHeHUsA. OO6ropopure ¢ pebeHKOM
CIIFCOK 3ampelleHHbIX CAaUTOB («YepHBIA CIIMCOK»), Yachl paboThl B HHTepHeTe,
PYKOBOZICTBO 110 001ieHHI0 B IHTEepHETE (B TOM YHCJIE B YaTax).



2. KOMHI)IOTep C IIOAK/JIIOUEHHEM K CEeTUu I/IHTepHeT AOJI2KEH HaXOJUTbCA B O6H.I€I>JI
KOMHarTe.

3. He 3abbiBaiiTe OecesioBaTh ¢ AeTbMH 00 UX ZIpy3bsAx B MIHTepHETE, O TOM, YeEM OHH
3aHATHI TAKUM 00pa30M, OYATO peub HAET O APY3bsX B PeIbHOM KU3HH. CrpalnnBanTe
0 JIIOZSAX, C KOTOPBIMHU JeTh OOIIAIOTCS IOCPEJCTBOM CJIYy:KO MIHOBEHHOTO OOMeHa
COOOIIEHUAMU, UTOOBI YOETUTHCS, UTO STHU JIFOJU UM 3HAKOMBI.

4. I/ICI'IO.TIBSYI‘/JITG cpeacTtsa 6JIOKI/IpOBaHI/IH HeXeyraTeJIbHOI'O KOHTEeHTa KaK JOIIOJITHEHHE
K CTAaHAAPTHOMY POI[I/ITeIIbCKOMy KOHTPOJIIO.

5. Heobxomumo B3HaTh, KaKMMH dYaTaMH IOJb3yIOTcA Bamm aeru. Iloompsiite
HCIIOJIb30BaHUE MOJEPHPYEMBIX YaTOB M HacTawBaiiTe, YTOOBI J€TH HE OOIIAJIHCh B
MIPUBAaTHOM PEKIME.

6. HacramBaiiTe Ha TOM, YTOOBI JIETU HUKOI/IA HE BCTPEUINCH JIUYHO C JIPY3bIMHU U3
cetu lHTEpHeT.

7. llpuyuuTte [leTell He BbBIABaTh CBOIO JIMUHYIO HWHGOpPMALUIO CpeJicTBaMU
BJIEKTPOHHOU IIOYTBHI, YAaTOB, CHCTEM MTHOBEHHOTO oOOMeHa COOOIIEeHUSIMU,
perucrpanyoHHbIX (OpM, JUYHBIX OpOoduIed U IpU PerucTparuyu Ha KOHKYPCHI B
HNHurepHere.

8. [IpuyunTe nereil He 3arpyxKarb nmporpaMMbl 6e3 Bamero paspemenus. O0bsacHUTE
UM, 4YTO OHU MOTYT CJIy4alHO B3arpy3uTh BHPYChl WU JPYroe HeKeJlaTeTbHOe
IporpaMMHOe obecIieueHue.

9. Ilpuyunte Bamero pebeHka coobmaTh BaM O JIIOOBIX yrpo3ax WA TPEBOTAX,
cBsA3aHHBIX ¢ MlHTepHeTOM. HamoMmHuTe /eTsiM, YTO OHM B 0GE€30IaCHOCTH, €CJIH CaMU
pacckasajii BaM, O CBOMX yrpo3ax WM TpeBorax. IloXBajuTe WX WU IOCOBETYHTE
TIOJIOUTH €eIlle Pa3 B MOI00HBIX CITyYAsIX.

10. Pacckaxkute getsam o nopHorpaduu B VMHTepHeTe. IloMorute uM 3al[UTUTHCA OT
criama. HayuuTe mnoApOCTKOB He BbIZIaBaTh B LIHTepHeTe CBOero peajibHOTO
3JIEKTPOHHOTO a/ipeca, He OTBeuaThb HA He)KeJjlaTesJbHble IHCbMa U MCIOJIb30BaTh
crenuagbHble IOUYTOBbIE (PUIBTPHI.

11. [TpuyunTe cebst 3SHAKOMUTHCS C CAUTAMU, KOTOPBIE ITOCEIAIOT MO[POCTKHU.

12. HayuwnTe /ieTelt yBaXkaTh APYTHUX B HHTEPHETE. YOeAUTECh, YTO OHU 3HAIOT O TOM, UTO
IpaBUJIa XOPOIIIEro MOBeeHUA JeUCTBYIOT Be3fle — Jla’ke B BUPTyaJIbHOM MUpe.

13. O0bsaACHUTE AE€TAM, 4YTO HH B KOE€M CiIyda€ HEJ/Ib3d HCIIOJIb30BaTb Cetpb JAJIA
XyJIMTaHCTBA, paCIIpOCTpaHEHUA CIIJIETEH UJIN YI'PO3 APDYTUM JIIOAAM.

14. OGcyuTe ¢ MOAPOCTKAMH HPOOJIEMBI CETEBBIX a3apPTHBIX UIP M UX BO3MOXKHBIN
puck. HartomHuUTE, 4TO JIETU HE MOTYT UTPATh B 3TH UTPHI COTJIACHO 3aKOHY.

[TocTOAHHO KOHTPOJIMpPYHTE WcHoJb3oBaHue HHTepHera Bammm pebenkom! 9To He
HapyllIeHWe €ro JIMYHOTO IIPOCTPAHCTBAa, a Mepa IMPEAOCTOPOXKHOCTH U IIPOSIBJIEHHE
Barreit poinTeIbCKOM OTBETCTBEHHOCTH U 3a00THI.
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